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Explanation

The rule currently has the highest priority.

Reference:

https://fastreroute.com/azure-network-security-groups-explained/

Allow_131.107.100.50 rule already has the highest priority.
https://docs.microsoft.com/en-us/azure/virtual-network/network-security-groups-overview
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Explanation

Azure Monitor can collect data directly from your Azure virtual machines into a Log Analytics
workspace for analysis of details and correlations. Installing the Log Analytics VM extension for
Windows and Linux allows Azure Monitor to collect data from your Azure VMs.

Azure Log Analytics workspace is also used for on-premises computers monitored by System
Center Operations Manager.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-azurevm
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Explanation

Run the az acr build command : Correct Choice

az acr build command queues a quick build, providing streaming logs for an Azure Container
Registry az acr build --registry

[--agent-pool]

[--auth-mode {Default, None}]

[--build-arg]

[--file]

[--image]

[--no-format]

[--no-logs]

[--no-push]

[--no-wait]

[--platform]

[--resource-group]

[--secret-build-arg]

[--subscription]

[--target]

[--timeout]

[<SOURCE_LOCATION>]

Create a host pool on Cluster1 : Incorrect Choice

Host pools are a collection of one or more identical virtual machines (VMs) within Windows Virtual
Desktop environments. It won't deploy the app to the cluster.

Run the docker push command : Incorrect Choice

Use docker push to share your images to the Docker Hub registry or to a self-hosted one. It won't
deploy the app to the cluster.

Run the docker build command : Incorrect Choice

This command will build an image from a Dockerfile. But in the question it has been said that
image file is already built and need to deploy. This command will not deploy the image.
Reference:

https://docs.microsoft.com/en-us/cli/azure/acr?view=azure-cli-latest#az-acr-build
https://docs.docker.com/engine/reference/commandline/push/
https://docs.microsoft.com/en-us/azure/virtual-desktop/create-host-pools-azure-marketplace
https://docs.docker.com/engine/reference/commandline/build/
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Explanation

You can filter network traffic to and from Azure resources in an Azure virtual network with a
network security group. A network security group contains security rules that allow or deny
inbound network traffic to, or outbound network traffic from, several types of Azure resources.
You can use a site-to-site VPN to connect your on-premises network to an Azure virtual network.
Users on your on-premises network connect by using the RDP or SSH protocol over the site-to-
site VPN connection.

You don't have to allow direct RDP or SSH access over the internet. And this can be achieved by
configuring a deny rule in a network security group (NSG) that is linked to Subnet1 for RDP / SSH
protocol coming from internet.

Modify the address space of Subnet1 : Incorrect choice

Modifying the address space of Subnet1 will have no impact on RDP traffic flow to the virtual
network.

Modify the address space of the local network gateway : Incorrect choice Modifying the address
space of the local network gateway will have no impact on RDP traffic flow to the virtual network.
Remove the public IP addresses from the virtual machines : Incorrect choice If you remove the
public IP addresses from the virtual machines, none of the applications be accessible publicly by
the Internet users.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
https://docs.microsoft.com/en-us/azure/security/fundamentals/network-best-practices
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RDRIZTRT L SIS RGBIZRY L—ZEIYETEY,

Section | Setting Value
_"stupf . -S.cope i Subs;t‘:ripi ionl/RG6 i
Exclusions None
Basics . Policy defimition Apply tag and its default value
| ] Assignment name Apply tag and its default value
Parameter: | Tag name Label
L - | Tag value Valuel

RG6IZIX, 4 ' RGroup RG6%#ERALZET,

VNET2E WS &RTDRERY hO—Y #RGoIZT7AA LET,
VNET1EVNET2[SERINE 2 JIXENTT M ?EET (2, AEEHTEY G T a %
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VNET1:; v

None |

Department: D1 only

Department: D1, and RGroup: RGS6 only
Department: D1, and Label: Valuet only
Department: D1, RGroup: RGE, and Label: Value1

VNET2; |
None

RGroup: RG6 only

Label: Value1 only

RGroup: RG6, and Label: Value1

1EfZ -

VNET1: -

Mone
Department: D1 only

Department: D1, and RGroup: RGE only
Depariment: D1, and Label. ValueT only |
Department: D1, RGroup: RG6B, and Label: Value1

VNET2: | v
None

RGroup: RGBE, and [abel: Value1

Explanation



VNET1: &

None

Department: D1 only

Department: D1, and RGroup: RG6E only
Department: D1, and Label: Value1 only
Department: D1, RGroup: RGE, and Label: Value1

VNET2: _ v

None
RGroup: RGE only

Label: Valuet only

RGroup: RGE, and Label: Value1

VNET1: Department: D1, and Label:Value1 only.

Tags applied to the resource group or subscription are not inherited by the resources.

Note: Azure Policy allows you to use either built-in or custom-defined policy definitions and assign
them to either a specific resource group or across a whole Azure subscription.

VNET2: Label:Value1 only.

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-policies
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Explanation

Installing Azure CLI doesn't mean that Azure Kubernates client is installed. So before running
kubectl client command, you have install kubectl, the Kubernetes command-line client.

First need to run az aks install-cli to install Kubernetes CLI, which is kubectl Reference:
https://docs.microsoft.com/en-us/cli/azure/aks?view=azure-cli-latest
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Actions Answer Area

Set the Scale mode to Scale based on a metric, add rule, and '
set the mstance limits. [ ‘

From the Deployment Resource settings blade of WebAppl. ‘
add a slot.

Sel the Scajc mode 1o Scale to a specific instance count, and | i
set the instance count.

From the Tags settings blade of WebApp1, add a tag uﬂniéd_ |
SScale that has a value of Auto.

From the Scale up (App Service Plan) se_tﬁ_ués b‘iade, change the |
pricing tier. |

From the Scale out (App Service Plan) salﬁngs blade, enable

autoscale.
Ff# -
Actions Answer Area
I e e e B o et s 1 e e e e e e A
| Set the Scale mode to Scale based on a metric, add ule, and From the Scale up (App Service Plan) settings blade, change Iht' I
, set the instance limits. | pricing tier, I
—————————————————————— 1 b ; - i
| ' From the Deployment Resource settings blade of WebAppl, | | From the Scale.oui (App Service Plan) settings blade. enable 1
add a slot. | autoscale,
S e = = == ' | |
5‘-&' the Scale mode to Scale to a !-Pﬂ-"ﬁf instance count, and | -Sel the Scale mode 1o Scale based on a metric, add rule, and
se: the instance count. | set the instance limits. |

e e, O O O . R T e o R R, ity

From the Tags settings blade of WebAppl, add a tag named |
SSrsIE that has a value of Auto. |

A S g "L G, S —_——

pncmﬂ: tier.

! From the Scale out (App Service Plan) settings blade. enable :|
! autoscale.

Explanation



From the Scale up (App Service Plan) settings blade. change the |
pricing tier.

From the Scale out (App Service Plan) settings blade. enable
autoscale.

Set the Scale mode to Scale based on a metric. add rule, and
set the instance limits,

Box 1: From the Scale up (App Service Plan) settings blade, change the pricing tier The B1
pricing tier only allows for 1 core. We must choose another pricing tier.

Box 2: From the Scale out (App Service Plan) settings blade, enable autoscale

1.

Log in to the Azure portal at http://portal.azure.com

1. Navigate to the App Service you would like to autoscale.

2. Select Scale out (App Service plan) from the menu

3. Click on Enable autoscale. This activates the editor for scaling rules.

Default Auto created scale condibon 7

This scale condition is executed when none of the other scale condition{s) match

Box 3: From the Scale mode to Scale based on metric, add a rule, and set the instance limits.
Click on Add a rule. This shows a form where you can create a rule and specify details of the
scaling.

References:

https://azure.microsoft.com/en-us/pricing/details/app-service/windows/
https://blogs.msdn.microsoft.com/hsirtl/2017/07/03/autoscaling-azure-web-apps/
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Answer Area
Actions

Compile a configuration into a node configuration.

Onboard the virtual machines to Azure
Automation State Configuration.

Upload a configuration to Azure Automation State
Configuration.

Check the compliance status of the node.

Assign tags to the virtual mach,i,ntjj_s'.

Assign the node configuration.

Create a management group.

Ef# -
Answer Area
Actions
v Upload a configuration to Azure Automation State '
pi ig o Configuration.
Onboard the virtual machines to Azure Compil B e s d figurati
Automation State Configuration, ompile a configuration into a node configuration.
Upload a configuration to Azure Automation State | Onboard the virtual machines to Azure
Configuration. i Automation State Configuration.
Check the compliance status of the node. N Assign the node configuration.
Assign tags to the virtual machines. ilcheck the compliance status of the node.
Assign the node configuration.
Create a management group.

Explanation



Upload a configuration to Azure Automation State
Configuration.

Compile a configuration into a node configuration.

Onboard the virtual machines to Azure
Automation State Coenfiguration.

Assign the node configuration.

Check the compliance status of the node.

Step 1: Upload a configuration to Azure Automation State Configuration.

Import the configuration into the Automation account.

Step 2: Compile a configuration into a node configuration.

A DSC configuration defining that state must be compiled into one or more node configurations
(MOF document), and placed on the Automation DSC Pull Server.

Step 3: Onboard the virtual machines to Azure Automation State Configuration.

Onboard the Azure VM for management with Azure Automation State Configuration Step 4:
Assign the node configuration Step 5: Check the compliance status of the node Each time Azure
Automation State Configuration performs a consistency check on a managed node, the node
sends a status report back to the pull server. You can view these reports on the page for that
node.

On the blade for an individual report, you can see the following status information for the
corresponding consistency check:

The report status - whether the node is "Compliant”, the configuration "Failed", or the node is "Not
Compliant" References:
https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started
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C. Azure AD Identity Protection®™ 5 . 1—H— 1) X R S—FEH LET,

D. Azure AD Privileged Identity Management/ 5 _ ConscriptionMAzure') YV — R EFHE L EFT,
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Explanation

As a Privileged Role Administrator you can:

* Enable approval for specific roles

* Specify approver users and/or groups to approve requests

* View request and approval history for all privileged roles

References:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-
configure
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Explanation

Status is Stopped (Deallocated).
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The DSC extension for Windows requires that the target virtual machine is able to communicate
with Azure.

The VM needs to be started.

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/dsc-windows
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Azure TRV YT avhiHpUErd , HITRY ) T 3 Il Windows Server 2016 % 4T
L.RORICRT LS IR IN-RETS UONEFENTLET,

Name Virtual network DNS suffix configured in Windows Server
Vi1 VMNET2 Contoso.com
Vki2 VNETZ Nane
VM3 VNET?2 Adatum.com
Answer Area
Statements Yes No

When VM1 starts, a record for VM1 i5 added to the contoso.com DNS zone

When YM2 starts, a recard for VM2 is added ta the contoso.com DNS zone

When VM2 starts. a record tor VM3 is added to the adatum.com DNS zone.
1EfiZ -
Answer Area

Statements Yes No

When VM1 starts. a record for VM s added to the contoso.com DNY zone B |

When VM2 starts, a record for VM2 is added to the contosa.com DNS zone

=
When VM3 starts, a record tor VM3 is added to the adatum.com DNS zone, 1~
Explanation
Answer Area
Statements Yes No
When VM1 startz. a record for VM1 is addedito the contoso.com DNS zone .
When YM2 starts. a recard for VM2 s added to the contoso.com DNS zone. & (=
When VM3 starts, a record for VM2 Is added to the adatum.com DNS zone, )
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> T L 2 RDActive DirectoryE EHI L . RORIZRT 1—H—%F &L Azure Active
Directory Azure AD) T+ > bhHY £,

| Name Type i Source

User| Member | Anure AD

User? Memibet | Aaure AD

User3 | Memiber Windows Server Active Direclony
| Userd ] Guest | Microsoft account

Group1E WS EZRID T IL—TH#ERL Userl & IL—TFIZEBMLET , JIIL—TOFREEEH
ETOLENHYFET

1. Group1DFFIEEE L TEMTERDFEDLI—HY—TT M7

A CKERE BAI—O v/ dL3—0 v

B. XKER&H LUVAEI—0O v/ \DH

C. XKERHDH

D. REFR#MH LUVILI—0O v/ iDH

Eff C(aAAV FEHREKT D)

Explanation

Before creating a network interface, you must have an existing virtual network in the same
location and subscription you create a network interface in.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface
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ROBRICT—2E%ETAzure TRV ) T avhbyET,
Nauic | Type |

| containerl Blob cantainer '

sharel Azure files share

DB1 SQL database

Tablel Azure Table
Export1& LVS ARTIDAzuref Vik— M IV RAR— b a3 TEFERALTT—2E% IV RKR—FT
5FETY,

Export1ZA LTIV A R— b TEST -2 ZHANT IRLENDHYET,
EDT—RER/RET IRELAHYEIMN?

A. DB1

B. &1

C.ars7r —1

D.> 71

FCOr*AVEERETD)

Explanation

Azure Import/Export service is used to securely import large amounts of data to Azure Blob
storage.

Only the Blob service is supported with the Export job feature
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Supported storage types

The following list of storage types is supported with Azure Import/Expertservice.

Job Storage Service Supported Mot supported
Import Azure Blob storage Block Blobs and Page blobs supported
Azure File storage Files supported
Export Azure Blob storage Block blobs, Page blobs, and Append blobs supported Azure Files not supparted
References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-requirements

Eﬁ:ﬁ: 16

Kubernetesy S XA —IZ7 704 SnzH—EXANHY FT,

MOT TV r—2a g Ry FEDTSAR—=KP7 RLRAENLTH—ERIZCTIERT b
ENHYET,
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A. Kubenet

B. Azure container networking plugin

C. Service Endpoints

D. Network security groups

EfE B(OAAYVREHEKT D)

Explanation

Azure container networking plugin : Correct Choice

With the Azure container networking plugin , every pod gets an IP address allocated.

With Azure CNI, every pod gets an IP address from the subnet and can be accessed directly.
These IP addresses must be unique across your network space, and must be planned in
advance. Each node has a configuration parameter for the maximum number of pods that it
supports. The equivalent number of IP addresses per node are then reserved up front for that
node. This approach requires more planning, as can otherwise lead to IP address exhaustion or
the need to rebuild clusters in a larger subnet as your application demands grow.

Nodes use the Azure Container Networking Interface (CNI) Kubernetes plugin.

Kubenet : Incorrect Choice

The kubenet networking option is the default configuration for AKS cluster creation. With kubenet,
nodes get an IP address from the Azure virtual network subnet. Pods receive an IP address from
a logically different address space to the Azure virtual network subnet of the nodes.

Service Endpoints : Incorrect Choice

Capabilities like service endpoints or UDRs are supported with both kubenet and Azure CNI, the
support policies for AKS define what changes you can make. For example:
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* If you manually create the virtual network resources for an AKS cluster, you're supported when
configuring your own UDRs or service endpoints.

* If the Azure platform automatically creates the virtual network resources for your AKS cluster, it
isn't supported to manually change those AKS-managed resources to configure your own UDRs
or service endpoints.

Network security groups : Incorrect Choice

A network security group filters traffic for VMs, such as the AKS nodes. As you create Services,
such as a LoadBalancer, the Azure platform automatically configures any network security group
rules that are needed.

Reference:

https://docs.microsoft.com/en-us/azure/aks/concepts-network
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A. a recovery plan

B. an Azure Backup Server

C. a backup policy

D. a Recovery Services vault

IEfE (EfEZRnmLET)

Explanation

A Recovery Services vault is a logical container that stores the backup data for each protected
resource, such as Azure VMs. When the backup job for a protected resource runs, it creates a
recovery point inside the Recovery Services vault.

Scenario:

There are three application tiers, each with five virtual machines.

Move all the virtual machines for App1 to Azure.

Ensure that all the virtual machines for App1 are protected by backups.

References: https://docs.microsoft.com/en-us/azure/backup/quick-backup-vm-portal
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Explanation

You should use Azure Network Watcher.

References:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview
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If vou delete Rule2, Interent users [answer choice],
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Actions

Frorm the Restore configuration blade, set Restore Type |
| 1o Create virtual machine. |

! From the w1 blade, edlt the disk settings u:uf the 05 |
| disk, |

e —

e T —

i

From the Restore configuration blade, set Restore Type I I

[ ' .
Ltﬂ Restore d|5k5 i | to Restore disks.
P Rl S SR T = S Tl AL i UL ST

| From the Recovery Services vault, deploy a template. |

Pew_ e sew  wes  gem  mes  mew. mes  pem mes  mem e e S wes wew e

,Frum the ¥M1 blade, add a disk. |.

| Frorm the Recovery Services vault, select a restore point |
| for w1, i

-

Explanation

Internet users [answer choice].

If you delete Rule2, Interent users [answer choice].

Box 1:

can connect to only the DNS server on VM1

can connect to only the web server on VM1

can connect to the web server and the DNS server on VM1
cannot cornect to the web server and the DNS server on VM1

v

can connect to only the DNS server on VM1

| can connect to only the web server on VM1

can connect to the web server and the DNS server on VM1
cannot connect to the web server and the DNS server on VM1

Answer Area

[ for WM, : I

can connect to only the DNS server on VM1

can connect to only the web server on VM1

can connect to the web server and the DNS server on VM1
cannot connect to the web server and the DNS server on VM1

v

can connect to only the DNS server on VM1

can connect to onha the web server on VML

can connecttothe websewerandﬂ]e DNS server on VM1
cannot connect to the web server and the DNS server on VM1

Rule2 blocks ports 50-60, which includes port 53, the DNS port. Internet users can reach the Web

server, since it uses port 80.
Box 2:

If Rule2 is removed internet users can reach the DNS server as well.

Note: Rules are processed in priority order, with lower numbers processed before higher
numbers, because lower numbers have higher priority. Once traffic matches a rule, processing
stops. As a result, any rules that exist with lower priorities (higher numbers) that have the same
attributes as rules with higher priorities are not processed.




References:
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
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Croorview = l _ Search NEeriNGs
B Actvitylog NAME PEERING STATUS PEER GATEWAY TRANSIT
i Access control (IAM)
Peanit Connected VNET1 Disabled
& Tac:

x Eragnose and solve problems
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¢+ VNET3 | Peerings

- o add Q) Refresh %
Cverdig [.-" wrch o ngs
W Aciviylog NAME PEERING STATUS PEER GATEWAY TRANSIT
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Fegniql Connected VNET1 Disabled
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RERY FT—OBTIT Y bEIL—T 4 T FTBIZIEESITNIEENTIM?RET BICIE,
RIZEEE TEYGEA T a v EBIRLET,
I ULDERIEIZFENREFNIARS Y FOMIELADY £,

Packets from VNET1 can be routed to: v
VNET2 only
VNET3only
VMNETZ and WNET3
Packets from VNETZ canbe routed to: ' v
VNETT only
VNET3 only

VNET1 and VNET3




Packets from VNET1 can be routed to: v

VINETZ only
VNETSonly _ _ _
| VNET2 and VNET3 |

Packets from VNETZ can be routed to: v
|VNET1 only
VMNET3 only
VNET1 and VNET3

Explanation

Packets from VMET 1 can be routed tor v

VNET2 only
VNETS3 only
VNETZ2 and VNET3

Packets from VNETZ2 can be routed to: v
VNET1only
VNET3 only

VNETT and VNET3

Box 1. VNET2 and VNET3

Box 2: VNET1

Gateway transit is disabled.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-peering-overview

B 22

ECOBREI BLSFHFIAFRRTH—EZOEBRO—EHTY, P —XDREMICIX IBES
NE-EEZERTEIHEDOY ) 12— 3 UAEFENTUVET, —HOEMEY MIIZEHDE
LWVBRENHDGENHY FIHA MOEREY FMIIZELWMBREALZWMEELHY FT,
COEY L avDEMICRET 3L FOEBICRSCEEFITEERA,  FORE CALDER
FLEA—EEICRRTSNhEREA,

VM1 EVM2 & NS ZRID2DDAzZurefRAET S I VR F—ILEA T BAppTE LS ZHIDT
TU)RHYFET,

AppI~DEHIE AzureA— RS U —%2FRALTEBINET,

VM2DOBRIE R Y FT—I X2 TR ERORITRELET,



Wil - Bopbmriceng

@ VMZ - Networking

@ ow w8 Nabwerk Imferfaom VA2 I .
8 v b | Feem il e e i gl [P mk Spete . PRLTE0 V1LE Augstsgted Semipeii o Difiabled
ok e
"B
T ——— T
P D ] ¥ I 12 Wiknat E #rigoe
Fricily Manmw Post Frofacnl SouicE D il b Al

B Yy [ WA e ogn Ay ATy dreuallarta o T e B Alow
O tecure; RN AG T ATl a0 RH Bncevinioung Ay Ry Amrei opdbslamoey Ay

Doy AEngound Ay Ery iy

TCPR— r443% 41 L1=131.107.100.500 S App 1 ~DEHFALKBT 2 EnbMY EFF . O— K
NZUHDIIL—ILBELSIEREINTWSZ LZERELET,

App1~ DM TCPR— F44382H T131.107.100.50 S EHICHILITED L2 HRAT 0
ELhAHYFET,

fi#iR3K AzuteLoadBalancer) —XAMoD F S 74 vV EHAIL, X FAMS0DA VNV K&
Xa)FaIL—ILEERLET,

INIFEEZEEZERLTOETN?

A. (FLn

B. LM\ Z

IFfg (EfEERTLETD)

Eﬁ:ﬁ: 23
TRAMIERATBHIVMIE WS BRIDAzUurefRBEB< L U H Y £9, VM1IEAzure BackuplZ& o T
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VM1ZHIBRLZET,
VMIZRESNTWENY I 7y TT—32 2BIRTILENHYET,
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ANV TYTRYO—FERBLET,

B. Recovery Servicesa > T+ —%HIBRLE T,

C.N\YIT7vTxEFELET,

D.AML—=UTFhO U MZAIBRLET,

EfEC(AAVEEHERKRT D)

Explanation

Azure Backup provides backup for virtual machines - created through both the classic deployment
model and the Azure Resource Manager deployment model - by using custom-defined backup
policies in a Recovery Services vault.

With the release of backup policy management, customers can manage backup policies and
model them to meet their changing requirements from a single window. Customers can edit a
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policy, associate more virtual machines to a policy, and delete unnecessary policies to meet their
compliance requirements.
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Explanation

Azure AD Connect lists the UPN suffixes that are defined for the domains and tries to match them
with a custom domain in Azure AD. Then it helps you with the appropriate action that needs to be
taken. The Azure AD sign-in page lists the UPN suffixes that are defined for on-premises Active
Directory and displays the corresponding status against each suffix. The status values can be one
of the following:

State: Verified

Azure AD Connect found a matching verified domain in Azure AD. All users for this domain can
sign in by using their on-premises credentials.

State: Not verified

Azure AD Connect found a matching custom domain in Azure AD, but it isn't verified. The UPN
suffix of the users of this domain will be changed to the default .onmicrosoft.com suffix after
synchronization if the domain isn't verified.

Action Required: Verify the custom domain in Azure AD.

References: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-user-
signin
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A. an Azure AD Identity Protection user risk policy.

B. the multi-factor authentication service settings.

C. the default for all the roles in Azure AD Privileged Identity Management

D. an Azure AD ldentity Protection sign-in risk policy

EfE B(OAAYVREHKTD)

Explanation

the multi-factor authentication service settings - Correct choice

There are two criterias mentioned in the question.

1. MFA required

2. Access from only a specific geographic region/IP range.

To satisfy both the requirements you need MFA with location conditional access. Please note to
achieve this configuration you need to have AD Premium account for Conditional Access policy.
Navigate to Active Directory --> Security --> Conditional Access --> Named Location. Here you
can create a policy with location (on-premise IP range) and enable MFA. This will satisfy the
requirements.

) LA tips//portal.azure com

Microsoft Azure DT il B B & 72 (@ belsBconlosoom

COMTOSO

NMamed locations (Preview)

6 Welcome to the Named locations [preview) Any changes made hers will not appest in tha old view

type . All types Trusted type Al types :I o

Name t Lg
Enter a new IPvd or IPv6 range

-ontoso HOQ P 1! J

an Azure AD Identity Protection user risk policy - Incorrect choice
In the Identity Protection, there are three (3) protection policies- User Risk, Sign-In Risk & MFA
Registration.
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None of those in which you can enable a location (on-prem IP Range) requirement in any blade.
the default for all the roles in Azure AD Privileged Identity Management - Incorrect choice This
option will not help you to restrict the users to access only form on prem.

an Azure AD ldentity Protection sign-in risk policy - Incorrect choice

In the Identity Protection, there are three (3) protection policies- User Risk, Sign-In Risk & MFA
Registration.

None of those in which you can enable a location (on-prem IP Range) requirement in any blade.
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
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Explanation

Note: Rules are processed in priority order, with lower numbers processed before higher
numbers, because lower numbers have higher priority. Once traffic matches a rule, processing
stops. As a result, any rules that exist with lower priorities (higher numbers) that have the same
attributes as rules with higher priorities are not processed.

References: https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
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Actions Answer Area
Mount a VHD.
Copy the files by using File Explorer
Download and run a scnpt.
Select a restore point. . @
Copy the files by using azcopy. @
From the Azure portal, click Restore VM fram the vault.
From the Azure portal, click File Recovery from the vault.
1IEfiE -
Answer Area

Address prefix{|i00.00/16
10.0.1.0/24
10.0.254,0/24

Mext hop type! Tuvirual sppliance |

| Sp— | —
virtual netwark

Viriual network gateway

Assigned to! || Gatewaysubnet’
Subnetd
Subnetl and Subnet?

Explanation

Answer Area

From the Azure portal, click File Recovery from the vault.
Select a restore point.
Download and run a scnpt.

Copy the files by using AzcCopy.



To restore files or folders from the recovery point, go to the virtual machine and choose the
desired recovery point.

Step 0. In the virtual machine's menu, click Backup to open the Backup dashboard.

Step 1. In the Backup dashboard menu, click File Recovery.

Step 2. From the Select recovery point drop-down menu, select the recovery point that holds the
files you want. By default, the latest recovery point is already selected.

Step 3: To download the software used to copy files from the recovery point, click Download
Executable (for Windows Azure VM) or Download Script (for Linux Azure VM, a python script is
generated).

Step 4: Copy the files by using AzCopy

AzCopy is a command-line utility designed for copying data to/from Microsoft Azure Blob, File,
and Table storage, using simple commands designed for optimal performance. You can copy
data between a file system and a storage account, or between storage accounts.

References:
https://docs.microsoft.com/en-us/azure/backup/backup-azure-restore-files-from-vm
https://docs.microsoft.com/en-us/azure/storage/common/storage-use-azcopy
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Subnetl VML, VM2
Subnet2 VM3, VM4
Subnet3 VM3, VM6
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A.1

B.3

C.4

D. 12
EfEAQAVREHEREKRT D)
Explanation

Note: A network security group (NSG) contains a list of security rules that allow or deny network
traffic to resources connected to Azure Virtual Networks (VNet). NSGs can be associated to
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subnets, individual VMs (classic), or individual network interfaces (NIC) attached to VMs
(Resource Manager).

Each network security group also contains default security rules.
References:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview#default-security-rules
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[ Mame Kind Performance | Replication | Access tier
Storagel Storage [generétl Premium Geo-redundant | None ]
purpose vl1) storage (GRS)
Storage2 StorageV2 (general | Standard Locally-redundant Cool
purpose v2) storage (LRS)
Storage3 StorageV2 (general | Premium Read-access geo- Hot
purpose v2) redundant storage
(RA-GRS)
Storaged BlohStorage Standard Locally-redundant Hot
storage (LRS)
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Explanation

ZRS currently supports standard general-purpose v2, FileStorage and BlockBlobStorage storage

account types.
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Explanation

Modify the Name Server (NS) record.

References:

https://docs.microsoft.com/en-us/azure/dns/dns-delegate-domain-azure-dns
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RORIZRTH TRy FEFCYNETIE WS ZRIDRERY FT—IDBHYET,

r Nam¢ _ Subnet ' ~etwork security group (NSG)
Subnetl 10.10.1.0/24 NSGI
Subnet2 10.10.2.0/24 None

ROTIZRT Y b T—OBREEFED2DDAzurefRET L UhHY £,

I

Name “ubnet IP address NSG
VMI Subnetl 10.10.1.5 NSG2
VM2 Subnet2 10.10.2.5 None
VM3 Subnet2 10.10.2.6 None
NSG1DIFE  RORICRIA NI REXa ) T4 L—ILEERLET,
Priority ' Source Destination | Destination port Action
101 10.10.2.0/24 10.10.1.0/24 TCP/1433 Allow
NSG2DIZE ROKRIZRTA N\ D U FEFXa )T IL—ILEERLET,
Priority Source Destination " Destination port Action
125 10.10.2.5 10.10.1.5 TCP/1433 Block

RDERAT—FAVRIDVWT RT— A Y DtrueDIFEIK[FWZRIRLET, TN LSND

BRI [WWA]ZZEIRLET,
I ENETNOE LLDERIIIRAS D FOMBENHY FT,
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Statements Yes No

VM2 can connect to the TCP port 1433 services on VM1, @) @)
VM1 can connect to the TCP port 1433 services on VM2. ® O
VM2 can connect to the TCP port 1433 services on VM3, O O
IEf#
Statements Yes No
VM2 can connect to the TCP port 1433 services on VM1. r(:_) O
VM1 can connect to the TCP port 1433 services on VM2. '_(5: O
VM2 can connect to the TCP port 1433 services on VM3, Q, O
Explanation
Statements Yes No
VM2 can connect to the TCP port 1433 services on VM1. O @
VM1 can connect to the TCP port 1433 services on VM2. O ®)
VM2 can connect to the TCP port 1433 services on VM3. O O
Box 1: Yes

The inbound security rule for NSG1 allows TCP port 1433 from 10.10.2.0/24 (or Subnet2 where
VM2 and VM3 are located) to 10.10.1.0/24 (or Subnet1 where VM1 is located) while the inbound
security rule for NSG2 blocks TCP port 1433 from 10.10.2.5 (or VM2) to 10.10.1.5 (or VM1).
However, the NSG1 rule has a higher priority (or lower value) than the NSG2 rule.

Box 2: Yes

No rule explicitly blocks communication from VM1. The default rules, which allow communication,
are thus applied.

Box 3: Yes

No rule explicitly blocks communication between VM2 and VM3 which are both on Subnet2. The
default rules, which allow communication, are thus applied.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
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Windows Server 2016 % E179 550 NDAzurefRBB< L Uoih Y £3 RE< L VIEWebH—/\—
ELTHERENATVET,

REIT S VICAFRSHY—ERXRZIRET HLB1E VNS AFTIDAzZUreO— KNS U —H Y F£9,
)Y TR FZEICHEELR CWebH—N—m o —EXEZFE5LIITTEIRENHY T,
fAIZBRETIRENHYETMN?

A. Floating IP (B —/\—1) 2 —2)ZHB3IC

B.20~D7A FILBZA LTI (5)

C.UDP~®7A koL

D. V547> MPELUTOIILADEY L 3 Uk

FED(@OAYEEERT D)

Explanation

With Sticky Sessions when a client starts a session on one of your web servers, session stays on
that specific server. To configure An Azure Load-Balancer For Sticky Sessions set Session
persistence to Client IP or to Client IP and protocol.

On the following image you can see sticky session configuration:

Note:

* Client IP and protocol specifies that successive requests from the same client IP address and
protocol combination will be handled by the same virtual machine.

* Client IP specifies that successive requests from the same client IP address will be handled by
the same virtual machine.

Reference:

https://cloudopszone.com/configure-azure-load-balancer-for-sticky-sessions/
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Subscription1 & LS ZRTDAzUure TR 1) T 3 oY £, Subscription (2l RODEFD
)Y —RTW—THREENTNET,


https://www.passtest.jp/AZ-104J-exam.html
https://www.jpnshiken.com/q/9069-999606/

Name | Azure region Policy

EG1 West Europe DPolieyl
RG2 North Europe Dolicy2
RG3 France Central | Policyv3

RG1IZ1&, WebApp1 & LV S BRTIDOWeb7 T h % YU F9, WebAppllEBEI—R v/ IZHY T,
WebApp1ZRG2IZHEILET , BBDTRIIRTI M ?

A. WebApp1~DApp Service 7S5 ot 3—0 v /NIZEE L E T, Policy2lEWebApp (2@ &
nFEY,

B. WebApp1~®DApp Service 75 oAt 3—0O v /NIZFHE L E I, Policyl[EWebApp1(Z#EA &
nEY,

C. WebApp1~®DApp Service 75 IFFI—0 v /\ZFk Y 9, Policy2ldWebApp1 2@ A S h
Y,

D. WebApp1~®DApp Service 75 &I —0O v /RIZF% Y £9, PolicyllEWebApp1IZ@ERA S
9,

EfE C(AAVFEHEREKRT D)

Explanation

You can move an app to another App Service plan, as long as the source plan and the target plan
are in the same resource group and geographical region.

The region in which your app runs is the region of the App Service plan it's in. However, you
cannot change an App Service plan's region.

References: https://docs.microsoft.com/en-us/azure/app-service/app-service-plan-manage
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WebApp1& WebApp2 & LS ZRTID2DDAzure Web7? 1) 27704 T30 EAHY FT,
Web7 T IZIZTRDEHELHY £F,

*WebAppl[FRAT—2r 520y CA2HERATEDIZRENHY FTT

*WebApp2(d, AzurefRBBRry T —VI12HB) V—RIZT IV ECRATEDIRENHYFET
ZWeb7 T ORFMICERATESRLIX FOEBVEEIEFRITE N ?EET HI2(E, BZHEET
BUHA T a v EBIRLET,

EENENDELVERITIARAS Y FOBEELSHY T,
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WebApp1:

WebApp2:-

WebApp1:

WebApp2:

Explanation

WebApp1:

D1-Dev/Test
F1-DeviTest
11— Production
P3 — Production
S1 — Production

v

D1-DewiTest
F1-DevTest
M— Production
P3 — Production
S1 — Production

v

D1-DeviTest

F1-Dev/Test

11— Production
_P3— Produetion
| $1 — Production,

- — v
Di1-Dev/Test
F1-DevTest
[1— Production
P3 — Production

| S1—Production

b, 4

D1-Dev/Test
F1-DeviTest
|1— Production
F3 — Production
S1 - Production

WebApp2;

v

D1-DewTest
F1-Dev/Test
|1— Production
P3 — Production
'$1 — Production




References:
https://azure.microsoft.com/en-au/pricing/details/app-service/windows/
https://azure.microsoft.com/en-gb/pricing/details/app-service/plans/
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RORIZRT )Y —REECAzure b TR ) FoavhbyET,

| Name ' Type Resource group Location
Vaultl Recovery services vault | RGL East US
VM1 Virtual machine RGI East US
VM2 Virtual machine RG1 West US

TRTORIET S ~(EWindows Server 2016 % E1TLE T,
VMATIE, ROBIZET & 512 Folderl E WS ZRID T A LT —E NI Ty TLET,

s

Specify Backup Schedule (Files and Folders)

el ackup
r‘apy_lt} Backin Scheduile ... I schedule 3 Dackup eveny

Select Retention Pobicy (F., & B

At tollowing times (M 1 allowead e threa tirfies 3 G

6:00 AM 10:008M : No:

N7y THEMDREI O VIZETTAFETY,

Ny T7yTEVM2IZERT HRENHY FT,

AR ZINETIN?

A. VM2/H 5  Microsoft Azure Recovery Services Agentz 4 Y XA f—JLLET

B. VM1A 5 Windows Server/\w 2 7 v THBEHE A4 VA F—JLLET

C. VM2h 5  Windows Server/\y 9 7 v THeeE A4 VXA F—ILLET

D. VM1A 5 Microsoft Azure Recovery Services Agentx 4 X F—JLLET

EfE A(QAV REHRKT D)

Reference:
https://docs.microsoft.com/en-us/azure/backup/backup-azure-restore-windows-server
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SiDrade aCCounts

Subscriptions: Al 2 s=lected

All subscriptions v

NAME TYPE

Storage accaunt

Storage account

Storage account

Dont sae a subscripbion? Switch

All résource groups

KIND
Sorage
Storage\2

BlobStorage

derectones

All types

RESOURCE

ContasoRiG1

w All locations v No grouping w
LOCATION SUBSCRIPTL... ACCESS T.. REPLICAT...
Eastls Subscripbon 1
Cantrallls Subscription 1 Host wew
EastUs Subscription 1 Host Locally-redund....

KOy TA O AZa—%FRALT HICRENTVWAERICEDVWTERT— AV MERET

TORZEDRRZEERLETY,

I ENTNOE LLDERIZIRAS D FOMBENHY FT,

Answer Arza

You can use [answer choice] for Azure Table Storage.

Youi can use |answer chinice| for Azure Blob storags.

1Ef# -
Answer Area

You can use [answer choice] for Azure Table Storage.

You can use [answer choice] for Azure Blob storage.

Explanation

sturageascountl only
storageaccuunt only
stolaqeait:ount? only
storageaccountl and stosageaccount2 only
storageassount? and storageaccount? cnly

storageaccounts only

stirageascount? and storageascount? only
storageacceuntl and storageaccount3 only
all the storage accountsa

storageaccountl only
storageaccount? only
storageaccount3 only

o S —

storageaccount3 only
storageaccount2 and storageaccount3 only
storageaccountl and storageaccount3 only

“all the storage accounts |




Yoii can use |answer chioice]| for Azure Table Storage. sl

storageaccountl only
storageaccount2 only
storageacsount3 only
‘storagjeaccount! and storaceaccount2 only
storageaccount? and storageaccounts cnly

You ¢an uze [answer choice] for Azure Biob storage. il

storageaccount3 only

storageaccount2 and storageaccount3 oaly
storageaccountl and storageaccount3 only
ali the sterage accounts

Box 1: storageaccount1 and storageaccount2 only

Box 2: All the storage accounts

Note: The three different storage account options are: General-purpose v2 (GPv2) accounts,
General-purpose v1 (GPv1) accounts, and Blob storage accounts.

* General-purpose v2 (GPv2) accounts are storage accounts that support all of the latest features
for blobs, files, queues, and tables.

* Blob storage accounts support all the same block blob features as GPv2, but are limited to
supporting only block blobs.

* General-purpose v1 (GPv1) accounts provide access to all Azure Storage services, but may not
have the latest features or the lowest per gigabyte pricing.

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-account-options
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RORIZRT VY —REETCAzure TR0 ) FoavhbyET,

O Refresh =»Move B Delete

Resource group (change) Address space
Praducton 102 0.0/16
Location DNS servers
West US Azure provided DNS service
Subsc nption (change)
Subscription [D
14d26092.8e42-4ea7-b770-9dcefTOfb 102
Tags (change)
Connected devices

DEWVICE TYPE IP ADDRESS SUBNET
Noresults

HASNENY Y—R A A TDAzure R 1) S—FRGIZEIY BTSHH RD/KS A —4 —%E
LFEY,



* Microsoft.Network/virtualNetwork

* Microsoft.Compute / virtualMachines

RGITIE, VM2E VWS AFIDF LIWMRET L U EER L TH S VM2ZVNETIZHE R T S EN
HYFET,

AR ZINETIMN?

A. 7R1) & —hv 5 Microsoft.Network/virtualNetworks Z Bllfx L &£ 3

B. Azure Resource Manager7> L — b Z2ERLET

C. /R1) > —h 5 Microsoft. Compute / virtualMachines ZHIf& L £9

D. VNET1IZH Ty hZEEBMLET

IEfE (EfEZRmLET)

Explanation

The Not allowed resource types Azure policy prohibits the deployment of specified resource
types. You specify an array of the resource types to block.

Virtual Networks and Virtual Machines are prohibited.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/samples/
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Azure Import / Exporth —ERX EFERLTI7AILERNL—CF AU MZOE—F5FET
ER

RSA DA VR— P a TRICEBT BRI, ED2DD T 7 A IILEERT H2LELADHY FT
N2 EFNFNOERNY ) 2a—>avD—8HERLTVET,
FENEFNOELVERIZIARS O bOMELNHY T,

AXMLYR=JxA 774l

B. K54 Jty FCSVI 7ML

C.T—%tv rCSVIF7AIL

D. PowerShell PS17 7 1 JL

E. JSON#ERL 7 7 1 JL

EfE BC(QAV FEREKT D)

Explanation

B: Modify the driveset.csv file in the root folder where the tool resides.

C: Modify the dataset.csv file in the root folder where the tool resides. Depending on whether you
want to import a file or folder or both, add entries in the dataset.csv file References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-data-to-files
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RDOKRIZTRT 1A—H—%E L AzureActive Directory Azure AD)D/NA T)w FEREAMNHY T3,
[ Name i Type r N Soulce =

Llser Memibey Aaute AD

llsard Membier Windows Server Active D H—*-:.‘.(:-I;.r

Llser3 uest Microsoft account
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aA—H—DJobTitle/& 1% & UsagelLocationB 4 2 EE T 2 LEAH Y 9,
Azure ADDEMEEBTED1—H—(XENTIA?EET SICIE, EEFEETEYLGA T 3
VEEBRLET,

JobTitle: v

User1 only

User1 and User2 anly
User1 and User3 only
User1, User2, and User3

UsagelLocation: v
—— = =
Jser? only

'{_Jser‘l_ and User2 only
User1 and User3 only
Usert, User2, and User3

JobTitle: v
User? only
Usertland UserZ only _

|User1 and User3 only |
'User. User2, and User3

Usagelocation: v

User1 only

User1 and User2 only
|User1 and User3only _ _
{User1, User2, and User3 !

Explanation

JobTitle: v
User1 anly
User1 and User2 only
User1 and User3 only
Userl, User2, and User3

Usagelocation: v

User1 only
User1 and UserZ only
User1 and User3 only
User1, User2, and UserZ
Box 1: User1 and User3 only
You must use Windows Server Active Directory to update the identity, contact info, or job info for
users whose source of authority is Windows Server Active Directory.




Box 2: User1, User2, and User3

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-
profile-azure-portal
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Windows Server 2019%3E1TL  ROKRIZTRT LD ITEE SN T HAzurefRBBE< L UhH Y F
7,
= Na | Private IP PublicIP | Virtual netwerk DMS suffix configured in
e address address name Windows Server
Vi1 10.1.04 52 186 3565 | VMNETY Adatum.com
V2 10.1.0.5 13.62 18813 | VNET1 Contoso.com

adatum.com& WS ZHID TS5 4 R— FAzure DNSY — > e L £ 9, adatum.comy —> %1§
LT UNET1ALDBEEEHEZHFATLET,
BB < 2 > Dadatum.comV —UITEMENDALI— FIEENRTT M, BEFT HIZ1E, BEIEHE
HTEY A T a v EERLET,

I ENETNOE LLDERIZIRAS D FOMBENHY FT,

A records for VM1:

None

Private IP address only
Public IP address anly

Private IP addreés and public IP address

A records for VM2:

IEf# -
Resource

v

None

Private IP address only

Public IP address only

Private IP address and public IP address

e —— e ———y

A-Service Bus fopic

T — e — T — -

Explanation

Answer Area
App‘l'-L A Service Bus queue -‘

App21 A Service Bustopic |

e e —_—————



A records for VM1: v
None

Private IP address oniy

Public IP address only

Private IP address and public IP address

A records for VM2: v
None

Private IP address only
Public IP address only
Private |IP address and public IP address

The virtual machines are registered (added) to the private zone as A records pointing to their
private IP addresses.

Reference:

https://docs.microsoft.com/en-us/azure/dns/private-dns-overview
https://docs.microsoft.com/en-us/azure/dns/private-dns-scenarios
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Windows Server 2016% 3179 %Serverl E WS ZBIDA U TLI R T 7 A LY —nN—1HY F
ER

Azure 7 7 A WEEFEZELAzure b TRV Y T a3 obiHY £,

Azure File Sync Storage Sync Servicez7 704 L R IIL—TEERLET,
ServeriMbAzurelZ 7 7 A ILERIEAT 2 ELHY 9,

ED3DDTV L avEIEBICETTILENHYEITM?2RETHICIE BULETVaET
923 D) R MHALEEEEHICEHL ELWVEFICHRET,

Actions Answer Area

[ Create an Azure on-premises data gateway,
| Install the Azure File Sync agent on Server 1,
Create a Recovery Services vault,

Register Serverl. @

| Instal the DFS Replication server rols oft Sarvar L

©®

Addd a server endpoint,

1EfZ -



Actions Answer Area

P tmm  mme s m em  m_ mem  mm tem  mme  mmm  wme wem e s mwe

;Install fne Azure F|Ie S\mc agent (ol Serverl | R R T e S R S

| e
Create a Recovery Services vault, ! | | Register Serverl,

T —— -

| Register Server1. DN o e G S Tt S N Y
____,__.__.__,__._..___..n_® Add a server endpoint. @
Frstal the DFS Replication server role off Server L, !

e e M ®
e B atinaiee

Explanation

e S S S e S S

Step 1: Install the Azure File Sync agent on Server1

The Azure File Sync agent is a downloadable package that enables Windows Server to be
synced with an Azure file share Step 2: Register Server1.

Register Windows Server with Storage Sync Service

Registering your Windows Server with a Storage Sync Service establishes a trust relationship
between your server (or cluster) and the Storage Sync Service.

Step 3: Add a server endpoint

Create a sync group and a cloud endpoint.

A sync group defines the sync topology for a set of files. Endpoints within a sync group are kept in
sync with each other. A sync group must contain one cloud endpoint, which represents an Azure
file share and one or more server endpoints. A server endpoint represents a path on registered
server.

References: https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-
guide
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2y kT—5 1 ROBEIZRT &S CHESATOET,

(L1 TII —

e SEC Tl - e ST Tle SP=
. 1 16§ ’ dgds | Q1™ .
] 1 | 1 =

AZure End Prod FRID -

5 Testl
T7AT 74— ILIE RORISTRT KIITEREShTLET,
I iunn ;dpnn .ll.:.l-!l_.l; 3 [ubnund [_TC Pj :Dulbouid[_]'{‘?}
|E |,1|, 1.'ru i85 I
FM | Ll. -.'1\'1' 3389 3-_. 9%

Prod1l (d:vCenterbL—/\—t)\ FNTWET,
Test1(ZAzure Migrate Collector® 4 > X k—JLLET,
REIS U ERETHI2LELAHY FT,



BIFATI+—ILTEDTCPR— FEHATI2RENHY T ITM?EET BICIE, B AR—
FE@BEUE I 7ATI94—ILIZES YT LET , KR— I 1B EHE, £ EF->-FAL
BWMEERHYET RS VBITHREIN—ZF RS9 T TN aVTUOYERTTDHICIERY
A= OBELHLIEZENHY FT,

EENEFNOE LLERIZIARS Y FOMIENHY £9,

TCP Ports Answer Area
Inbound 80 FWA1:
Inbound 995 FW2:

Quthound 3389

Quthound 443
Ff# -
TCP Ports Answer Area
T 2 | |
|Llnbound 80 | FW1: | Outbound 443 |
- —— B e b
e I
,‘ Inbound 995 1 FWa2: | Qutbound 443 |

Cutbound 33891

Qutbound 443 1
4

Explanation

FW1: Dutbound443‘

Fwa: Gutbound443|

References:

https://docs.microsoft.com/en-us/azure/migrate/concepts-collector



o3 O

Azure Migrote Service

Raw metadala
HTTPS

1
|

A Incoming ports: RDF port 3389
vienter TS » Chutgoing connection: internet over TCP 443
maidns Collector
Vv
[a] [a] 3]

i

.
A g
'ni'cl

e
N

ESXi hoats and Vivie

References:
https://docs.microsoft.com/en-us/azure/migrate/migrate-appliance
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Userl&E WS ZRIDA—H—FhO Y bEECAzure TRV Y T avhbHyUET,
UserMTF > MIL— b EBYIL—TIZR) O—%2B|YETHIENTETEHI L2 HRT HILE
n"HYFET,

HETIEMETEIREN?

A FFIEEDEEIZUser[ZEIY B TTH D Azure ) V—RADT7 I AEBZHERT DL
UserlIZERLFT,

B. 7 O—/N\)LEBEEDKD ZUserl [CE|Y HTTHS Azure) Y—RADT I RAEEBEZERT S
L S5I(zUsertciERLZET,

C. 7 O0—NIILEBEDKRE|ZUser(TEYLTTHL TIAHILLDEHRGFETHIERER) O —
ZEBELFET,

D. TAEDNKRE|ZUser([CEY LU TTHL TIAILNLDERAFETIERR) O—%FEFELFE
ER

R AEAVEEHEKRT D)

Explanation


https://www.jpnshiken.com/q/9069-999617/

To assign a policy to the tenant root management group you have to be an administrator of an
Azure subscription. To make a user an administrator of an Azure subscription, assign them the
Owner role at the subscription scope. After that assignment user can configure access
management for Azure resources.

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
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504 VAR VR EETCAzZUreREEI L VAT — )Lty bETEDLEITRLL T 704 T IIHEN
HYET, HLEIEAETEIREN?

ASDDEBYLvETTOALEY  FREYS DO XREEEELET,

B. 54 JREY I UERBHALET ERET D VDTARASEY T4 —V—VEREELERLE
ER

C.ScaleSetVMA—% X FL—L 3 VE—FICEESNTLS1D2ORET S VA T5—ILEY b
7704 LFET,

D.VM (R >N A—4S A L—2 3 E—FIZERESNTWA1IDDRET VR T7—IL
Yy bETITOALET,

FfE B(aAYMEEKRT D)

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machine-scale-sets/orchestration-modes
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&1 1=1% adatum.com & Ly S & RiTDAzure Active Directory Azure AD) DIRBID S O—/\)LEE
ETY,

Azure1—H—([Ixt L C2EXRERREL = AMIZT DELAHY FT,

HE=FAZT o EM?

A. Azure AD Identity ProtectionTH 4 >4 V) RO KR O—FEKT 5

B. Azure AD Privileged Identity ManagementZ &% LE T,

C.IDNTZEERLTHERALET,

D. Azure Security CenterCTEFa ) F 4R O—ZHBRLET,

IEfE (EfEZRTLET)

Explanation

Identity Protection analyzes signals from each sign-in, both real-time and offline, and calculates a
risk score based on the probability that the sign-in wasn't performed by the user. Administrators
can make a decision based on this risk score signal to enforce organizational requirements.
Administrators can choose to block access, allow access, or allow access but require multi-factor
authentication.

If risk is detected, users can perform multi-factor authentication to self-remediate and close the
risky sign-in event to prevent unnecessary noise for administrators.

With Azure Active Directory Identity Protection, you can:


https://www.jpnshiken.com/q/9069-999618/
https://www.jpnshiken.com/q/9069-999619/

* require users to register for multi-factor authentication

* handle risky sign-ins and compromised users

References:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/flows
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VNet1 & LS BRTDRIE R Y kT —% Z & T Subscription1 & LS BRIDAzure Y T X4 1) T 3
UhHYET,

RORIZA—F—FEBMLET,

. User Role
User1 Owner
User? Security Admin
Userd Network Contributor

EoL?2RAET BHICIE, BEEETEIGA T a v EBRLET,
I ENTNOE LLOERIIIRAS D FOMBENHY FT,

Add a subnet to VNet1: v

User1 only

User3 only

User1 and User3 only
User2 and User3 only
User1, User2, and
User3

Assign a user the Reader role to VNet1; v

User1 only

User2 only

User3 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3




Add a subnet to VNet1: v

User1 only

U§EF1 _aﬁd_U S§r§ cTn_Er |
Userz and User3 only
User1, User2, and
User3

Assign a user the Reader role to VNet1: v

N

User2 only

User3 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Explanation

Add a subnet to VNet 1 v

User1 only

User3 only

User1 and User3 only
User2 and User3 only
User1, User2, and User3

Assign a user the Reader role o VNet 1 hd

User1 only

User2 only

User3 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
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Answer Area
Thie backup that accurs on Sunday, March 1, will be retained for [answer choice]. |20 days I
10 weeks
MeLs g The te=tLTrins f & alermen L
FE MO s neeum an Conda Maseh 1 will b re
10 pears

The backup that occurs on Sunday, November 1, will be retained for [answer cholcel. |30 days o
10 wepks

36 months
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Answer Area
Thie backup that s or day, March 1, will be retained for [answer choice]. |50 days I
10 wesk =
& mant] "
JLI0 s |
The backup that occurs on Sunday, November 1, will be retained for [answer cholcel. [30 days
10 weeks b
& manth
Explanation
Answer Arca
The back: ' dlgrct mil be retained for [answer cholce]. 10 year o
The backup that occurs on Sundsy, November 1, will be retamed for [answer cholee]. 10 wesk d
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Explanation

Azure Functions runs in two different modes: Consumption plan and Azure App Service plan. The
Consumption plan automatically allocates compute power when your code is running. Your app is
scaled out when needed to handle load, and scaled down when code is not running.
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A. Microsoft.Insights!) YV —X TO/NA & —ZBHELET,

B. Azure Network WatcherfEfr E =42 — %8BI 3

C. Microsoft.LogAnalytics 7O/ 4 — % &8 L ET

D. KEE&Azure ') — > 3 > TAzure Network Watcher2 B%h1Z9 %
E.AzureX kL—T7hO Y MEERT S

F. Azure Network Watcher O—0O 4 2 E%1Z3 %
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Explanation


https://www.jpnshiken.com/q/9069-999622/
https://www.jpnshiken.com/q/9069-999623/

NSG flow log data is written to an Azure Storage account. You need to create an Azure Storage
account, With an Azure Storage account NSG flow logs can be enabled.

Enable network watcher in the East US region.

NSG flow logging requires the Microsoft.Insights provider.

References:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal

EFHE]: 50
RORIZERT )Y —REECAzure TR ) FoavhbyET,
Name ' Type | Region |
RG1 Resource group West US
RG2 Resource group East Asia
storagel Storage account West LIS
storage’ Storage atcount East Asia
VM1 Virtual machine West US
VINET1 Virtual network West US
VNET2 Virtual network East Asia

VM1IZVNETTIZEHELET,

VM1ZVNET2I2 i 2RENHY FT,
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Explanation

Instead you should delete VM1. You recreate VM1, and then you add the network interface for
VM1.

Note: When you create an Azure virtual machine (VM), you must create a virtual network (VNet)
or use an existing VNet. You can change the subnet a VM is connected to after it's created, but
you cannot change the VNet.

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/network-overview
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Actions

Assign tags to the vitual machines

Check the compliance status of the node

Compile a canfiguration into a node
configuration

Upload a configuration to Azure h_utumatidn
State Configuration

Create a management group

1FfE -
Actions

e s e e e mew mew e mem mem | mmm

;Cnmpile a configuration into a node
Lcunfiguratinn

e e e

iLJ|:JI|:JEH:1_ a configuration to Azure Autornation
! State Configuration

Explanation

Answer Area

®
©

Answer Area

Uﬁ:luad a cﬁnﬂgﬁratiun to Azure Automation
! State Configuration

I Compile a canfiguration into a node
configuration

'F@ Assign tags to the virtual machines @
| {
o e e T o T i T [

- Upload a configuration to Azure Automation

State Configuration

Compile a configuration-into a node
configuration

' Assign tags to the virtual machines

Step 1: Upload a configuration to Azure Automation State Configuration.
Import the configuration into the Automation account.

Step 2: Compile a configuration into a node configuration.

A DSC configuration defining that state must be compiled into one or more node configurations
(MOF document), and placed on the Automation DSC Pull Server.

Step 3: Assign the node configuration

Step 4: Check the compliance status of the node



Each time Azure Automation State Configuration performs a consistency check on a managed
node, the node sends a status report back to the pull server. You can view these reports on the
page for that node.

On the blade for an individual report, you can see the following status information for the
corresponding consistency check:

The report status - whether the node is "Compliant”, the configuration "Failed", or the node is "Not
Compliant" Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started
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| Addressprefix | Nexthoptype | Mext hop address
10.0.1.0/24 Witthatap plignce 0024
_10.0.2.0/24 Virtual appiiance 10034 |
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Explanation

IP forwarding enables the virtual machine a network interface is attached to:

* Receive network traffic not destined for one of the IP addresses assigned to any of the IP
configurations assigned to the network interface.

* Send network traffic with a different source IP address than the one assigned to one of a
network interface's IP configurations.

The setting must be enabled for every network interface that is attached to the virtual machine
that receives traffic that the virtual machine needs to forward. A virtual machine can forward traffic
whether it has multiple network interfaces or a single network interface attached to it.

Box 1: Yes

The routing table allows connections from VM3 to VM1 and VM2. And as IP forwarding is enabled
on VM3, VM3 can connect to VM1.

Box 2: No

VM3, which has IP forwarding, must be turned on, in order for VM2 to connect to VM1.

Box 3: Yes

The routing table allows connections from VM1 and VM2 to VM3. IP forwarding on VM3 allows
VM1 to connect to VM2 via VM3.

Answer Area
Statements Yes No
VM3 can establish a network connection ta Vi1, 0O O
if VM3 is turned off, VM2 can establish a network connection to VM1. @) @)
VM1 can establish a network connection to VM2. O O
References:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview
https://www.quora.com/What-is-IP-forwarding
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User1_ Principle, & & U'Group1(Z1&, MonitoringReader@ &R EINE Y B ToHNTWVET,
AG1Z&ERT HAlert1 E VS EZRIDT 7— MIL—ILDTFT U > a,

Alert1WN b A—S Ntz L EITHNBFA—IILBEMERETINEHETILELNHYFET,
HETIFEERETNETIN?

A. User1_User2_ Principle & & UPrinciple2

B. User1 & Principle d &

C. Usert®D#

D. User1 & User2 &
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Explanation

Email will only be sent to Azure AD user members of the Monitoring Reader role. Email will not be
sent to Azure AD groups or service principals.

Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups
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Explanation

A standard load balancer is required for the HA ports.

-Two backend pools are needed as there are two services with different IP addresses.

-Floating IP rule is used where backend ports are reused.


https://www.jpnshiken.com/q/9069-999627/
https://www.jpnshiken.com/q/9069-999628/
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Name Member of ' Role assigned
Liser Group] None
User2 Group’ None
Liser3 Group1, Group2 User administrator
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Self senvce password reset enablad @

Salact group

Groupd

Number of methoos required 1o reset @
L .
Muthods available to users
I Mobile agp motification (previgsw)
Mabile aps code [areshe)
Eﬂlﬂll
v hMcHie phone
I : CHfice phone
lo| Sezurity questions

MNumber of questons reguiced to register B
[ [« i
MNumbes of queshens required to reset B

B - |

Answer Area

Statements

After User2 answers three secunty questions, he can reset his password immediately.
If User1 forgets her password, she can reset the password by Using the mobile phane agp.

User3 can add security guestions to the password reset process.

IEf# -



Answer Area

Statements Yes No

After User2 answers three secunty questions, he can reset his password immediately. { 19,
If User1 forgets her password, she can reset thia password'by Lsing the mobile phone agp. LD, i

Userd can add security questions to the password reset process. 1)

Explanation
Statements Yes No
After User2 answers three securnty questions, he can reset his password immediately. , O
If User1 forgets her password, she can reset the password by using the mobile phone app. O
User3 can add security questions to the password reset process (&
Box 1: No
Two methods are required.
Box 2: No

Self-service password reset is only enabled for Group2, and User1 is not a member of Group2.
Box 3: Yes

As a User Administrator User3 can add security questions to the reset process.

References:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/quickstart-sspr
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-passwords-
faq
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I CPU usage is 70 percent for one hour-and then reaches 90 percent for five mindtes,

the total number of instances will be [answer choice],

If the CPU maintains a usage of %) percent-for one hour, and then the average CPU
usage is below 25 percent for mine minutes, the number of instances will be [answer

cholce].

1Ef# -
Answer Area

File to create:

Tool to use to deploy the virtual machine:

Explanation

—

W b Wb Ba

Answerini
Autounattend.conf

Unattend.xml

The az vm create command !

The Azure portal
The New-AzureRmVM cmdlet

If after deployment CPU usage is 70 percent for one hour and then
reaches 90 percent for five minutes, at that time the total number of

instances will be [answer choice].

If after deployment the CPU maintains constant usage of 90 percent
for one hour, and then the average CPU usage is below 25 percent
for nine minutes, at that peint the number of instances will be

[answer choice].
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Explanation

D: Seamless SSO works with any method of cloud authentication - Password Hash
Synchronization or Pass-through Authentication, and can be enabled via Azure AD Connect.

B: You can gradually roll out Seamless SSO to your users. You start by adding the following
Azure AD URL to all or selected users' Intranet zone settings by using Group Policy in Active
Directory:

https://autologon.microsoftazuread-sso.com

Topic 3, Contoso Ltd

Overview

Contoso, Ltd. is a manufacturing company that has offices worldwide. Contoso works with partner
organizations to bring products to market.

Contoso products are manufactured by using blueprint files that the company authors and
maintains.

Existing Environment

Currently, Contoso uses multiple types of servers for business operations, including the following:
* File servers

* Domain controllers

* Microsoft SQL Server servers

Your network contains an Active Directory forest named contoso.com. All servers and client
computers are joined to Active Directory.

You have a public-facing application named App1. App1 is comprised of the following three tiers:
* A SQL database

* A web front end

* A processing middle tier

Each tier is comprised of five virtual machines. Users access the web front end by using HTTPS
only.

Requirements

Planned Changes

Contoso plans to implement the following changes to the infrastructure:

Move all the tiers of App1 to Azure.

Move the existing product blueprint files to Azure Blob storage.

Create a hybrid directory to support an upcoming Microsoft Office 365 migration project.
Technical Requirements


https://www.jpnshiken.com/q/9069-999631/

Contoso must meet the following technical requirements:

* Move all the virtual machines for App1 to Azure.

* Minimize the number of open ports between the App1 tiers.

* Ensure that all the virtual machines for App1 are protected by backups.

* Copy the blueprint files to Azure over the Internet.

* Ensure that the blueprint files are stored in the archive storage tier.

* Ensure that partner access to the blueprint files is secured and temporary.

* Prevent user passwords or hashes of passwords from being stored in Azure.

* Use unmanaged standard storage for the hard disks of the virtual machines.

* Ensure that when users join devices to Azure Active Directory (Azure AD), the users use a
mobile phone to verify their identity.

Minimize administrative effort whenever possible.

User Requirements

Contoso identifies the following requirements for users:

* Ensure that only users who are part of a group named Pilot can join devices to Azure AD.

* Designate a new user named Admin1 as the service administrator of the Azure subscription.
* Admin1 must receive email alerts regarding service outages.

* Ensure that a new user named User3 can create network objects for the Azure subscription.
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Public IP addresses:

Virtual network gateways. -

Local network gateways:

Public IP addresses:

Virtual network gateways:

Local network gateways:

Explanation
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Answer Area

Public IP addressas: 4

Virtual network gateways: 2 -

Local network gateways; 2

Box 1: 4

Two public IP addresses in the on-premises data center, and two public IP addresses in the
VNET.

The most reliable option is to combine the active-active gateways on both your network and
Azure, as shown in the diagram below.

Azure VPN Gateway

p OB -

On Premise: OnPrem VPN 1 WM 1 East US
eyt esia "r e N 10.11.00/16
e b _ T 10.12.00/16
OnPrem VPN 2 L \MQ ’i

Box 2: 2

Every Azure VPN gateway consists of two instances in an active-standby configuration. For any
planned maintenance or unplanned disruption that happens to the active instance, the standby
instance would take over (failover) automatically, and resume the S2S VPN or VNet-to-VNet
connections.

Box 3: 2

Dual-redundancy: active-active VPN gateways for both Azure and on-premises networks
Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-highlyavailable
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D. 10.0.10.11
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Explanation

When any internet user will try to access the cluster which is behind a load balancer, traffic will
first hit to load balancer front end IP. So in the DNS configuration you have to provide the IP
address of the load balancer.

Reference:
https://stackoverflow.com/questions/43660490/giving-a-dns-name-to-azure-load-balancer
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Explanation

With cluster auto-scaling, the actual load of your worker-nodes will be monitored actively. By
adding and removing worker-nodes from the cluster, it ensures that enough resources are
available to keep your application healthy and responsive. In contrast, it removes worker-nodes
from the AKS cluster, to optimize resource utilization and be as cost-effective as possible
Reference:

https://docs.microsoft.com/en-us/azure/aks/cluster-autoscaler
https://thorsten-hans.com/aks-cluster-auto-scaler-inside-out
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Web sockets: v
Off
On
Custom domain name: ¥

Appl-prod.contoso.com
Appl-staging.contoso.com

IFf# -
Web sockets: Y
__D_ff_
On_ |
Custom domain name: A
App1-prod.contoso.com|
App1-staging.contoso.com
Explanation

Which settings are swapped?

When you clone configuration from another deployment slot, the cloned configuration is editable.
Some configuration elements follow the content across a swap (not slot specific), whereas other
configuration elements stay in the same slot after a swap (slot specific). The following lists show
the settings that change when you swap slots.

Box 1:0n

Settings that are swapped:

General settings, such as framework version, 32/64-bit, web sockets

App settings (can be configured to stick to a slot)

Connection strings (can be configured to stick to a slot)

Handler mappings

Public certificates

WebJobs content

Hybrid connections *

Virtual network integration *

Service endpoints *

Azure Content Delivery Network *

Features marked with an asterisk (*) are planned to be unswapped.

So web sockets settings will be swapped. So Production will have web sockets settings from "Off"
to " On" after the swap slot.



Box 2: App1-prod.contoso.com

Settings that aren't swapped:

Publishing endpoints

Custom domain names

Non-public certificates and TLS/SSL settings
Scale settings

WebJobs schedulers

IP restrictions

Always On

Diagnostic settings

Cross-origin resource sharing (CORS)

So Custom domain names will not be swapped. So Production will have Custom domain names
of its own after the swap slot.

Answer Area

Web sockets: v
Off

(On_]

Custom domain name:

Appl-prod.contoso.com

Appl-staging contoso.com

Reference:
https://docs.microsoft.com/en-us/azure/app-service/deploy-staging-slots#what-happens-during-a-
swap
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Answer Area
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Before a wirtual machune on VNet1 can recerve an IP address fromy[ads a network nterfs
192.168.1.0/24, you mus! first [answer choice] ibnet
E F e e
delete 3 subne
elete an addre
Before a virtual! machine on ViNet1 can recerve an |P address from - v
10.2.1.0/24. you must first [answer choice] 3 nibnel
& § o
delete a sub
jelets
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Answer Area

Before a virtual machune on VNet1 can recerve an IP address from,1ada a network nterface
192.168.1.0/24, you must first [answer choice] [add a subnet

— g g e

delete 3 subnet

delete an address space

Before a virtual machine on VNet1 cap réceive an IP address from add a network nterface
10.2.1.0/24. you must first [answer cholcel. T, o bret |

O3 an 30CT#Ls Space
delete a subnet

delete an address space

Explanation

Box 1: add an address space

Your laaS virtual machines (VMs) and PaaS role instances in a virtual network automatically
receive a private IP address from a range that you specify, based on the address space of the

subnet they are connected to. We need to add the 192.168.1.0/24 address space.
Box 2: add a subnet

Address space is present but need to add subnet

Answer Area

Before a virtual machine on VNet1 can receive an IP address from v

add a subnet

add an address space
delete a subnet

delete an address space

Before a virtual machine on VNet1 canreceive an IP address from v
10.2.1.0/24, you must first add a network interface

add a subnet

add an address space
delete a subnet

delete an address space

References:

https://docs.microsoft.com/en-us/microsoft-365/solutions/cloud-architecture-models?view=0365-
worldwide

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-static-private-ip-arm-
pportal
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FARE (L, RBEWebApp1ICHEEZE5ATICEETETH5WebApp1 DI E—ZRET IHLELHY
FI HARENLEEDTRAMERT L=, WebAppI1DIREDS A VN—2 3 U EFHLLVA—
TaAaVICYYEBZBZENTEIRELHY FT,

EDAR U FEETLTRREZEFET IRENHY FIH?EET BHI2(E, BIBMEE CTHEY)GA
ToavEBBRLET,

T EFNFRDELLERIFIARS > FOMEENHY FT,

W -ResourceGroupName: AdatumWebApps —Name WebAppl -AppSézvicePlan ADatumasSpl

Mew-AzreRmWebApp
MNew-AzureRmWebAppBackup
Mew-AzureRMWebAppSiol
Switch-AzureRmWebAppSiot

! ¥ uekazpl -Slot Jtasing
-Asehlame

-DefauttProfile

-SourceWebApp

1EfZ -

W -ResourceGroupNams AdatumWebhpps —Name WebAppl -AppSérviceflan ADatumaspl

iNew-PaureanWEbApp )
INew-AzureRmWebApABaCkUp

[Switch-AaireRmWebAppSot

Asehla me
DefaulProfile _
SourceWebapp |
Explanation

¥ WebAppl ~Slot Staging

W -RescurceGroupNams AdatumWebRpps —Name WebRppl -AppServiceFlan ADatumasSel

ew-ArureRmyWebAppBackup

Switch-AzureRmWebAppSiol

AsgName
DefaultProfile

'Emu-ﬁiureﬁm‘;vebﬂ.pp_
]

¥ WebAppl -Zleot Staging

Box 1: New-AzureRmWebAppSlot

The New-AzureRmWebAppSlot cmdlet creates an Azure Web App Slot in a given a resource
group that uses the specified App Service plan and data center.

Box 2: -SourceWebApp

References:
https://docs.microsoft.com/en-us/powershell/module/azurerm.websites/new-azurermwebappslot
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COBERBEF BALIFIVFZRRTS5—EQEMO—BTY, V) —XDEEMICIE EESNIT:
BEZERTEIHEDOY)2a—2 3V EFENTULEYT, —HOER Y FZIXEHRDIE L L
BRENHIGEENHY EFTHN MMOBEME Y FZIXELWEBRENZWMEGENHY £9,
CDEILIVDERIZAETDE FOERICRDACEFITEERA, FORE ChoDER
FLEa—E@EIZRTINEETA,

ROFIZRT ) Y —RXEEL Subscription1 & LS BRIDAzure Y TR0 1) T avhHyUET,

|

Name Type Location | Hesource group
| RG1 Resource group Fast US Not applicable
RG2 Resource group West Europe Nor applicable
RG3 Resource group North Europe Not applicable
VNET1 Virtual network Central US RG1
VM1 Virtual machine West US RG2

VM1IE NICT1E WS ERIDFRY hT—O A VB —T A REFERAL T, VNET2L LS BRTDOREE
Y I —OITEHELET,

VM1AIZNIC2E WS ZRTDFHLWVWRY b T—0 A A3 —T A REERT I2RENHY £9,
iRRE RG1EXRKEFRIBICNIC2ZERRLET,

NIFEEZTERLTOETN?

A. [y

B. L\ R

IEfE (EffZRRLET)
Explanation

The virtual machine you attach a network interface to and the virtual network you connect it to
must exist in the same location, here West US, also referred to as a region.

References:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface
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Subscription1 & LS BRIDAzure TR 9 ) T a s Y £9, Subscription1ZIE ROERD
)Y—ZAMEENTULET,

Name Type =

RGZ Fesource group
Wiet Wirtual network
Vhlet2 Wirtual network

Virtual machine connected
ik to WNet1

Yirtual machine connected
VhiG to Whet?

Azure TTl& adatum.com& WS BRID TS5 A4 R— kDNSY—V EERLET , EFHEER Y b
7 — E#VNet2IZF&E L F 9, adatum.comV — & ROBIZRT &S ITEEINTVET,
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Resource group (change)
WIIrg

Subscription (changs)
Afure Pass

Subscription ID
adfde2ob-ds6a-4fec-8208-6c53 cdOb 7200

Tags ichamge)
Click here to add tags

Search record sets

MNAME TYPE
i SO
Wil A
Wi B

3600

2600

2600

b

Mame server 2

Mame server 4

Mame server 1

-

Mame server 3

VALUE

Email: azuredns-hostrmaster micrasoft.com
Host: internal.cloudapp.net

Refresh 2600

Refy: 300

Expire 2419200

fimimum TTL: 300

Serial number: 1

10.1.0.4

10.1.0.12

RDERAT—FAVRMIDVWT RT— A Y DtrueDIFEIX[FWZRIRLET, TN LD

BRI [WWA]ZZERLET,

I ENETNOE LLDERIEIIRAS D FOMBENHY FT,

Answer Area

Statements

The & record for VIS wil be registered
automaticaly in the adatim camizone.,

YIVIE can resolve WIMIS.adatum.com.

VIS car resaolve VM2 adatum com,

WFf# -

Yes

Mo



Answer Area

Statements Yes Mo
The & record for VIVS wil be registered c Pl
automaticaly in the adatum.comizone, '
YIS can resolve VM9 adatum.com. C C
YVIE can resolve WM. adatum.com, Ol C
Explanation
Statements Yes Mo
The A record for VYIS will be registered IS 'S
autornaticaly in the adatum.com.zore, :
YIS can resolve WIVIQ adatum com. C ' (3
YIMIE can resolve WMS adatum.com. 0 C
Box 1: No

Azure DNS provides automatic registration of virtual machines from a single virtual network that's
linked to a private zone as a registration virtual network. VM5 does not belong to the registration
virtual network though.

Box 2: No

Forward DNS resolution is supported across virtual networks that are linked to the private zone as
resolution virtual networks. VM5 does belong to a resolution virtual network.

Box 3: Yes

VM6 belongs to registration virtual network, and an A (Host) record exists for VM9 in the DNS
zone.

By default, registration virtual networks also act as resolution virtual networks, in the sense that
DNS resolution against the zone works from any of the virtual machines within the registration
virtual network.

References: https://docs.microsoft.com/en-us/azure/dns/private-dns-overview
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10fEDRERY bT—0 EZE8LAzure TRV ) T avhHyUFET RBERY FT—0 & EF
DYVI—RTIN—TTHRR bENFET,

BOBEEMN HITRXI) T3 20hDFRy bT—UF2T47)L—T NSG) #1E
YA EEFRBELTVET,

NSGHMER SN D & KRBy FT—VRBDTCPAR— FBOBOAEEMIZT OV Y SNd L SITT
PWENHYFET,

RRR DRABZLR)D—EREBRLTHE RYD—%2HTROYTLaVITEIYETET,
CNIFERZERLTOEIN?

A. [Ty

B. L MMZ

EfEAQAVREHERRKRT D)

Explanation

Resource policy definition used by Azure Policy enables you to establish conventions for
resources in your organization by describing when the policy is enforced and what effect to take.
By defining conventions, you can control costs and more easily manage your resources.
References: https://docs.microsoft.com/en-us/azure/azure-policy/policy-definition
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VM1EWS BRIDREI DV EETAzure TRV ) T3 ohih Y £9, VMK, 2485/ FI
AR EBEBRT TV r— 3 vERAMLET, VMIZIEIDDRY FT—9 428 —Tx A
REIDDEBRET A RIDBHYFET, VM1(ED4s v3H 14 X&=FERALET,
VMICRDEEZMASFETY,

B4 X%&#D8sV3IZEELET,

*500 GBOEEBMRERT 4 AV #EBMLET,

* Puppet Agent{isREREZFEM L FT,

BIDRY FT—D A3 —T A REERLET,

VMIDF IR A4 LESIERITDIFENDEETTMN?

A.500 GBOEEXMET 1 AV #EMLET,

B. BMORY bD—V A3 —T A REEHELET,

C. Puppet Agentii iR#gEZEML £,

D. 4 X%D8sV3ICEELET,

EfEDQOAVEEHREKRT D)

Explanation

While resizing the VM it must be in a stopped state.

References: https://azure.microsoft.com/en-us/blog/resize-virtual-machines/
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Microsoft Office 365% BB L &9, adatum.comD1—H—F7 ho > FEFRAT % & 5 Z0ffice

365 LFET,

Microsoft Exchange Online® * —)LR v 9 R IZ##ET 5 L S I260AD1—HF— %R LET,

60 A D 21— —hHYAzure Multi-Factor Authentication MFA) % {8 L TExchange Online * —JL

Ry RIEBLTWES I L ZHRTOIDLENHY FT, V) 2— 3 VI Exchange Online
A=ILRY ) ANDEGEIZDHEEEEZDDLENHYET,

HET-FAZET o EMN?

A ZERTFAN—IUD S E1— Y —DEERBPIARAT 2 RAZEBRBLET

B. Azure Active DirectoryEEBt o2 —h o FHFET IV ERRY O—ZERLET

C. 2EXRADIR—TUHh o WKRIAA T3 /’&""E LET

D. Azure Active Directory BBt o2 —h 5 RBIEAEEEBRLET

Eff A(QAV FEREKT D)

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-userstates
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Azure TR YT a By ET,

APP1E WS ZREID T 1) 2H7HR— 3 % 71=6HIZAzureKubernetes Services AKS) Y S R4 —%
TIOAFBIEHFEBELTWET AVTLIRISATURME RY FOIP7 FLRZEFERAL
TApplIcHERRLET,

AKSY SR A—DBE ApplEHR— b D1y FI—0 24 TE2BIRTIBLELRHY FT,
HETFMERBSRETTHN?

A.Azure 754 R—+1) Yy

B.\A Ty RERIY PRS2k

C. 7/ Rxvy bk

D. Azure Container Networking Interface CNI)

EEDAAVEEHERKT D)

Explanation

With Azure CNI, every pod gets an IP address from the subnet and can be accessed directly.
These IP addresses must be unique across your network space.https://docs.microsoft.com/en-
us/azure/aks/concepts-network#azure-virtual-networks
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EERLFET,

i
"policyRule": {
b 5§

"allOf": {

{
"field":"type".
"equals";

"Microsoft Resources/deployments”
"Microsoft.Resources/subscriptions”
"Microsoft.Resources/subscriptions/resourceGroups”

i,

{

"not":{
"field":"tags['organization']".
"equals":"Contoso"

}
}
]
¥
1} Eﬂ“ : { '
"effect"; "Append",
"details": [ "Deny".
"DeployifNotExists",

"field":"tags|'organization'|",
"value": "Contoso"

}
]
)
}
H

1EfZ -



{
"policyRule": {
) e

"allOf": {

{
"ﬁeldﬂ: "t}’pﬂ“.__
"equals":

"Microsoft Resources/deployments”

,-——.—--.—————. | e — o — — — —

}1
{

"ﬂﬂt" {
"field":"tags['organization ]
"equals":"Contoso"

1—.- e e e

"then"{

"effect".  ["Append". |
"details": [ _"D'gn?' -
"DeployifNotExists",

"field":"tags|'organization'|".
"value": "Contoso"

}
]
i
}
H

Explanation
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Box 1: "Microsoft.Resources/subscriptions/resourceGroups

To create a new resource group in a subscription, account have at least the this permission.
Box 2: "Append"

Append adds fields to the resource when the if condition of the policy rule is met. If the append
effect would override a value in the original request with a different value, then it acts as a deny
effect and rejects the request. To append a new value to an existing array, use the [*] version of
the alias Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/definition-structure
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
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Actions

From the Azure portal, create an on-premises data
gateway.

From an on-premises computer, install an
on-premises data gateway.

Create an Azure virtual machine that runs
Windows Server 2016,

From an Azure virtual machine, installan
on-premises data gateway. !

From the Logic Apps Designer in the Azure portal,
add a connector.

WFf# -

Actions

From the Azure portal, create an on-premises data
gateway.

From an on-premises computer, install an
on-premises data gateway.

Create an Azure virtual machine that runs
Windows Server 2016,

From an Azure virtual machine, installan
on-premises data gateway. !

From the Logic Apps Designer in the Azure portal,
add a connector.

Explanation

@®

®®

Answer Area

Answer Area
From an on-premises computer, install an
on-premises data gateway.

From the Azure portal, create an on-premises data
gateway,

‘From the Logic Apps Designer in the Azure portal,

add a connector,

From an on-premises computer, install an

on-premises data gateway.

From the Azure portal, create an' bn-premises data

gateway.

From the Logic Apps Designer in the Azure portal,

add a connector.

©®

©O



To access data sources on premises from your logic apps, you can create a data gateway
resource in Azure so that your logic apps can use the on-premises connectors.

Box 1: From an on-premises computer, install an on-premises data gateway.

Before you can connect to on-premises data sources from Azure Logic Apps, download and
install the on-premises data gateway on a local computer.

Box 2: From the Azure portal, create an on-premises data gateway

Create Azure resource for gateway

After you install the gateway on a local computer, you can then create an Azure resource for your
gateway.

This step also associates your gateway resource with your Azure subscription.

* Sign in to the Azure portal. Make sure you use the same Azure work or school email address
used to install the gateway.

* On the main Azure menu, select Create a resource > Integration > On-premises data gateway.
* On the Create connection gateway page, provide this information for your gateway resource.

* To add the gateway resource to your Azure dashboard, select Pin to dashboard. When you're
done, choose Create.

Box 3: From the Logic Apps Designer in the Azure portal, add a connector After you create your
gateway resource and associate your Azure subscription with this resource, you can now create a
connection between your logic app and your on-premises data source by using the gateway.

* In the Azure portal, create or open your logic app in the Logic App Designer.

* Add a connector that supports on-premises connections, for example, SQL Server.

* Set up your connection.

References:

https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-gateway-connection
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FCOBEREI RLOFVAZRERTI—EOERO—EHTY, VI —XDEZERICIE IBES
NF-BEZERTEIAIHEDOYV ) 21—2avhEFENTUVET, —HOEME Y MIIXEHDIE
LWMBREAHDIEENHY FITH MOEMEY FIIXELWMERENGZVEENHY T,
DLV AVOERICEETSE, TOEMICRACLEIETEFRHA, TOHBR, CNOoNDEM
FLEa—E@EIZRTINEEFA,

RORIZRT VY —REECAzure TR ) T3 ohHBYET,

Hame Type Region
| RG1 | Resource group _ | West US
RG2 Resource groug | East-Asia
storage’ Storage'account i__‘.*.fest us
storaged Storage ‘account | East Asia
VM1 | VidUalmachine | WestUS =
VINET1 | Virtual network | West US
WVINETZ __lﬂh.:ai network l East Asia

V;\/I1 [FVNET1IZ#EHELET,
VM1%#VNET2(Z#E# T 2 ENHY ET,



fRRE VMIZHIBRLET, VMIZBERLTHL VMIDFHLWLWRY hD—HO A4 23 —T (R
ZHEBRLET,

CNIFERZERLTHEIHN?

A. [ELy

B. L MR

EfEAQAVREHEREKRT D)

Explanation

Instead you should delete VM1. You recreate VM1, and then you add the network interface for
VM1.

Note: When you create an Azure virtual machine (VM), you must create a virtual network (VNet)
or use an existing VNet. You can change the subnet a VM is connected to after it's created, but
you cannot change the VNet.

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/network-overview
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BEDRE <Y VIZE DL TAzure Resource ManagerT > JL— r &4 oO0—KLET, TV
TL—rEFERALT 100D RET VD EZREALET,
EBNRAT—FEBSRBRITDHESICTUVIL—FEERTIRENHYET , NRT—FKHRTL—
DTFRIMTCREBEINGOVKSICTILELNHY FT,
NRT—RZRETEH=DICAZERT IBENHY EFIHN?

A. Azure Active Directory AD) Identity Protection & AzurerR!) & —

B. Recovery Servicesa v 7+ —&,n\y o7y TR o —

C. Azure Key Vault& 7o 2 XK1 & —

D. Azure R kL—CF AU RNET I ERR) O—

Eff C(AAV FEHREKT D)

Explanation

You can use a template that allows you to deploy a simple Windows VM by retrieving the
password that is stored in a Key Vault. Therefore the password is never put in plain text in the
template parameter file.

References: https://azure.microsoft.com/en-us/resources/templates/101-vm-secure-password/
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Statements Yes No

The virtual machines on Subnet1 will be able to resolve the hosts O O
in the humongousinsurance.local zone.

The virtual machines on ClientSubnet will De able to register the hostname records O
in the humongousinsurance local zone.
The virtual machines on Subnet4 will be able to register the hostname records O )
in the humongousinsurance.local zone.
WFf# -
Answer Area
Actions
T Uplnaﬁ a configuration to Azure Automation State ;
p ig B Configuration. \
Onboard the virtual machines to Azure ‘ C i e i s d fiourati
Automation State Ccnfiguratinn. ompile a configuration Into a node contiguraton.

Upload a configuration to Azure Automation State Onboard the virtual machines to Azure
Configuration. Automation State Configuration.

Check the compliance status of the node. Assign the node configuration.

Assign tags to the virtual machines. EICheck the compliance status of the node. !

Assign the node configuration.

Create a management group.

Explanation

Statements Yes No

The virtual machines on Subnet1 will be able to resolve the hosts o O
in the humongousinsurance.local zone. — '

The virtual machines on ClientSubnet will be able to register the hostname records. o '®
in the humongousinsurance.local zone.

The virtual machines on Subnet4 will be able to register the hostname records @) o |
in the humongousinsurance. local zone. '

Statement 1: Yes

All client computers in the Paris office will be joined to an Azure AD domain.

A virtual network named Paris-VNet that will contain two subnets named Subnet1 and Subnet2.
Microsoft Windows Server Active Directory domains, can resolve DNS names between virtual
networks.



Automatic registration of virtual machines from a virtual network that's linked to a private zone
with auto-registration enabled. Forward DNS resolution is supported across virtual networks that
are linked to the private zone.

Statement 2: Yes

A virtual network named ClientResources-VNet that will contain one subnet named ClientSubnet
You plan to create a private DNS zone named humongousinsurance.local and set the registration
network to the ClientResources-VNet virtual network.

As this is a registration network so this will work.

Statement 3: No

Only VMs in the registration network, here the ClientResources-VNet, will be able to register
hostname records. Since Subnet4 not connected to Client Resources Network thus not able to
register its hostname with humongoinsurance.local Reference:
https://docs.microsoft.com/en-us/azure/dns/private-dns-overview
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-name-resolution-for-vms-
and-role-insta
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AML—CTFhHYY bEETAZUe Y TR Y T3 uhhyET,

Window Server 2016 %E179 %Servert E WS BRIDA > TL X RY—IR—m&H Y F9, Servert
[ZIE2TBOT—2hHYET,
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Explanation



Answer Area

| 1| | Attach an external disk to Server1 and then run waimportexport.exe.

2| | From the Azure portal, create an impori job.

Detach the external disks from Server1 and ship the disks to an Azure data
center,

(]

4 From the Azure portal, update the import iob

At a high level, an import job involves the following steps:

Step 1: Attach an external disk to Server1 and then run waimportexport.exe Determine data to be
imported, number of drives you need, destination blob location for your data in Azure storage.
Use the WAImportExport tool to copy data to disk drives. Encrypt the disk drives with BitLocker.
Step 2: From the Azure portal, create an import job.

Create an import job in your target storage account in Azure portal. Upload the drive journal files.
Step 3: Detach the external disks from Server1 and ship the disks to an Azure data center.
Provide the return address and carrier account number for shipping the drives back to you.

Ship the disk drives to the shipping address provided during job creation.

Step 4: From the Azure portal, update the import job

Update the delivery tracking number in the import job details and submit the import job.

The drives are received and processed at the Azure data center.

The drives are shipped using your carrier account to the return address provided in the import job.
References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-service
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Explanation

To port forward traffic to a specific port on specific VMs use an inbound network address
translation (NAT) rule.
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview an inbound NAT
rule :

Create a load balancer inbound network address translation (NAT) rule to forward traffic from a
specific port of the front-end IP address to a specific port of a back-end VM.

Hence this option is Correct


https://www.jpnshiken.com/q/9069-999650/

a load balancing rule : Incorrect Choice

A load balancer rule defines how traffic is distributed to the VMs. The rule defines the front-end IP
configuration for incoming traffic, the back-end IP pool to receive the traffic, and the required
source and destination ports.

a new public load balancer for VM3 : Incorrect Choice

This option will not help you since this will route all traffic to VM3 only.

a frontend IP configuration : Incorrect Choice

When you define an Azure Load Balancer, a frontend and a backend pool configuration are
connected with rules. The health probe referenced by the rule is used to determine how new
flows are sent to a node in the backend pool. The frontend (aka VIP) is defined by a 3-tuple
comprised of an IP address (public or internal), a transport protocol (UDP or TCP), and a port
number from the load balancing rule. The backend pool is a collection of Virtual Machine IP
configurations (part of the NIC resource) which reference the Load Balancer backend pool.
References:
https://docs.microsoft.com/en-us/azure/load-balancer/tutorial-load-balancer-port-forwarding-portal
https://pixelrobots.co.uk/2017/08/azure-load-balancer-for-rds/
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D. Container1
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Explanation

1. View template from deployment history

Go to the resource group for your new resource group. Notice that the portal shows the result of
the last deployment. Select this link.

N exportsite

Search (Ctri=/) o 4dd  EEColumns [l Delete ) Refresh =P Move

Essentials |~
v Overview

aMmeis ¥

Micresoft Azure Consumption

B Actvity log

cha Access control (JAM)
2. You see a history of deployments for the group. In your case, the portal probably lists only one
deployment.
Select this deployment.

l:"-.‘,- 14 1_1.

= fnr Aanlvmante b 2 e
SHEGFEN TOF SEDIOYIMENLS. DY Naithg.

DEPLOYMENT NAME

STATUS

@) Succeeded

The portal displays a summary of the deployment. The summary includes the status of the
deployment and its operations and the values that you provided for parameters. To see the
template that you used for the deployment, select View template.
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Microsoft Azure « exportsite - Deployments » Microsoft WebSiteSQLDatab

Microsoft WebSiteSQLDatabased13386b0-9908

Deployment

i View template

|| Redeploy

Summary

DEPLOYMENT DATE 7/5/2017 4:01:15 PM
STATUS Succeeded
DURATION 1 minute 30 seconds
RESQURCE-GROUP exporisite

BELATED Events

References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-export-
template

Eﬁ:ﬁ: 78

HEESNTWBASA VU IZTRA S OFYESR— T BIZIE Azure ADDHRBZ LKA VB ETE
RIDRENHYET,

EDQFA VREFERTIDENHYEIN?
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Explanation

Every Azure AD directory comes with an initial domain name in the form of
domainname.onmicrosoft.com.

The initial domain name cannot be changed or deleted, but you can add your corporate domain
name to Azure AD as well. For example, your organization probably has other domain names
used to do business and users who sign in using your corporate domain name. Adding custom
domain names to Azure AD allows you to assign user names in the directory that are familiar to
your users, such as 'alice@contoso.com.' instead of

'alice@domain name.onmicrosoft.com'.

Scenario:


https://www.jpnshiken.com/q/9069-999652/

Network Infrastructure: Each office has a local data center that contains all the servers for that
office. Each office has a dedicated connection to the Internet.

Humongous Insurance has a single-domain Active Directory forest named
humongousinsurance.com Planned Azure AD Infrastructure: The on-premises Active Directory
domain will be synchronized to Azure AD.

References:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/add-custom-domain
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Explanation

You create Azure web apps in an App Service plan.

Reference:

https://docs.microsoft.com/en-us/azure/app-service/overview-hosting-plans
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Explanation

Availability sets are a datacenter configuration to provide VM redundancy and availability. This
configuration within a datacenter ensures that during either a planned or unplanned maintenance
event, at least one virtual machine is available.


https://www.jpnshiken.com/q/9069-999653/
https://www.jpnshiken.com/q/9069-999654/

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/manage-availability
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/tutorial-availability-sets
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Explanation

Your account must meet one of the following to enable traffic analytics:

Your account must have any one of the following Azure roles at the subscription scope: owner,
contributor, reader, or network contributor.

Reference:

https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics-faq
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Explanation


https://www.jpnshiken.com/q/9069-999655/
https://www.jpnshiken.com/q/9069-999656/

A managed identity from Azure Active Directory allows your app to easily access other AAD-
protected resources such as Azure Key Vault. The identity is managed by the Azure platform and
does not require you to provision or rotate any secrets.

User assigned managed identities can be used on Virtual Machines and Virtual Machine Scale
Sets.

References:
https://docs.microsoft.com/en-us/azure/app-service/app-service-managed-service-identity
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Explanation

In App Service (Web Apps, APl Apps, or Mobile Apps), an app always runs in an App Service
plan. An App Service plan defines a set of compute resources for a web app to run.

One App Service Plan : Correct Choice

For an Azure Web App, you need to have an Azure App Service Plan in place. You can associate
multiple Azure Web Apps with the same App Service Plan. Hence to save on costs, you can just
have one Azure App Service Plan in place.

An Azure Load Balancer : Incorrect Choice

An Azure load balancer is a Layer-4 (TCP, UDP) load balancer that provides high availability by
distributing incoming traffic among healthy VMs. A load balancer health probe monitors a given
port on each VM and only distributes traffic to an operational VM An Application Gateway :
Incorrect Choice Azure Application Gateway is a web traffic load balancer that enables you to
manage traffic to your web applications. Traditional load balancers operate at the transport layer
(OSl layer 4 - TCP and UDP) and route traffic based on source IP address and port, to a
destination IP address and port.

10 Azure App Service Plans : Incorrect Choice

For an Azure Web App, you need to have an Azure App Service Plan in place. You can associate
multiple Azure Web Apps with the same App Service Plan. Hence to save on costs, you can just
have one Azure App Service Plan in place. So there is no need for 10 App Service Plans.
Reference:

https://docs.microsoft.com/en-us/azure/app-service/overview-hosting-plans
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/tutorial-load-balancer
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https://docs.microsoft.com/en-us/azure/application-gateway/overview

B 84

FCOBEREF RLOFVAZRERTIHI—EOERO—EHTT, VI —XDEZERICIE IBES
NF-BEZERTEIHEDOY ) 21—2avhEFENTUVET, —HOEME Y MIIXEHDIE
LWMBREAHDIEENHYFITH MOEMEY FIIXELWMRERENGZVEENHY T,
CDEIVLaVOEMICEZETSE TOERICRSCLIETEFRHA, TORE, CNLDERM
FLEa—E@EIZRTINEEFA,

RDY)Y)—REETAzure b TR Y T avhHyFET,

*Subnetl E WS ZFIDY Ty hEFIRERY FT—5

* NSG-VM1E &K UNSG-Subnet1 E LNS ZRID2DD Ay hT—9 X211 T 445 )L—T KSG)
YE—FTRY by TEGEHAT 5-OI120E R Windows ServerfE K ##HDVM1 & L5 £ 7T
DR L UNSG-Subnet1(ZIE, T 74 IL FDRELF VT AIL—ILDHLHY FT,
NSG-VMIIZIE, T4 FDREEXF 1) TAIN—ILERDARZLZELF ) T4 IIL—ILN

HYET,

*BSE 100

“HE AT
*EETAR— FEEE X
*5'@5% :*

*3E S R— &R 3389

*Z’O0 ka)JL UDP

*FTHOay o &3

VM1[&Subnet 1284 L F T . NSG1-VMIUIZVMID Ry kT—H A4 B —T x4 RIZEERITS
NTWET, NSG-Subnet1(ESubnet1 IZBEEF T 5N TWLET,

A28 —2Y EMWBVMIANDY E— b TRY by TEIGEHITEAIMLELHY FT,

IR NSG-Subnet1(TA U\ Y REFa ) T4 IIL—I)LZEEML T AnyY—XHh oR— ~EEE
33890 VirtualNetworkSEE~DIEHZHFAIL TCPFA L ZEFERALET, VMIDOFR Y LT —
DA —T A4 AMBNSG-VMI1ZHBIBRLET,

CNIFERZERLTVEIHN?

A. [y

B. LMV R

EfE B(OAAVFEHKT D)

Explanation

The default port for RDP is TCP port 3389. A rule to permit RDP traffic must be created
automatically when you create your VM.

Note on NSG-Subnet1: Azure routes network traffic between all subnets in a virtual network, by
default.

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/troubleshoot-rdp-
connection
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Explanation

A client computer that connects to a VNet using Point-to-Site must have a client certificate
installed.

References:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-certificates-point-to-site
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Actions

Install Azure Site Recovery
Unified Setup.

Create an Azure Migrate project.

‘ Enable Windows PowerShell
remoting on VM1.

©
&

Deploy an EC2 virtual machine
as a configuration server.

‘ Enable replication for VM1.

1E#E -
Actions

Install Azure Site Recovery
Unified Setup.

Create an Azure Migrate project.

l Enable Windows PowerShell

remoting on VM1.

Deploy an EC2 virtual machine

| =
: Enable replication for VM1. é

Explanation

Answer Area

Answer Area

‘ Deploy an EC2 virtual machine
as a configuration server.

Qe

Install Azure Site Recovery
Unified Setup.



Answer Area

Deploy an EC2 virtual machine
| as a configuration server.

Install Azure Site R;cwe;
Unified Setup.

i :
D Enable replication for VM1 (
ks |

») (

Step 1: Deploy an EC2 virtual machine as a configuration server

Prepare source include:

* Use an EC2 instance that's running Windows Server 2012 R2 to create a configuration server
and register it with your recovery vault.

* Configure the proxy on the EC2 instance VM you're using as the configuration server so that it
can access the service URLs.

Step 2: Install Azure Site Recovery Unified Setup.

Download Microsoft Azure Site Recovery Unified Setup. You can download it to your local
machine and then copy it to the VM you're using as the configuration server.

Step 3: Enable replication for VM1.

Enable replication for each VM that you want to migrate. When replication is enabled, Site
Recovery automatically installs the Mobility service.

References:

https://docs.microsoft.com/en-us/azure/site-recovery/migrate-tutorial-aws-azure
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Explanation

Alerts in Azure Monitor can identify important information in your Log Analytics repository. They
are created by alert rules that automatically run log searches at regular intervals, and if results of
the log search match particular criteria, then an alert record is created and it can be configured to
perform an automated response.

The Log Analytics agent collects monitoring data from the guest operating system and workloads
of virtual machines in Azure, other cloud providers, and on-premises. It collects data into a Log
Analytics workspace.

References:

https://docs.microsoft.com/en-us/azure/azure-monitor/learn/tutorial-response
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agents-overview
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Explanation

The default port for RDP is TCP port 3389. A rule to permit RDP traffic must be created
automatically when you create your VM.

Note on NSG-Subnet1: Azure routes network traffic between all subnets in a virtual network, by
default.

References:
https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/troubleshoot-rdp-
connection
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fRRE ) V—AR TN F—]T L— Fh 5 Microsoft.ClassicNetwork 7 A/ 4 —D & §5 % i

BRLET,
CNIFERZERLTHEIHN?
A. [ELy

B. LMV R

IEfE (EfgZRRLET)
Explanation

You should use a policy definition.
Reference:
https://docs.microsoft.com/en-us/azure/azure-policy/policy-definition
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RORIZRT )Y —REECAzure b TR ) FoavhbyET,

Name Type Resource group Location
RG1 Resource group Mot a,upﬁcabfe Central US
RG2 Resource group Not applicable West U5
RG3 Resource group Not applicable East US
VMSS1 Virtual machine scale set RG1 West U5

VMSS1(ZVM (R o)A —4S A FL—2a v E—FRIZEREShET,

VM1&E WS ZRIDFH L W AzurefRB< o o5 T704 LTH D VM1ZVMSSTITEMT B HEN
HYUFET,

VM1ZRBRAT21OICED Y Y—RTIW—TLIGFAEFERTIVENHY FITM?EET SIC
(X EZEEECEULGA T a v EBRLET,

L WLERIEIZERFNIRS Y FOBEELDY T,

Resource group: v

RG1 only

RG2 only

RG1 or RG2 only
RG1, RG2, or RG3

Location: v
'West US only

Central US only

Central US or West US anly

East US, Central US, or West US
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Resource group: v

RG1 only

RG2 only _
RG1orRGZ oniy . _
‘_RGL RGZ, or RG3

Location: v
[West US only |

Central US only

Central US or West US only

East US, Central US, or West US

Explanation
Resource group: v
RG1 only
RG2only
RG1 or RG2 only
RG1, RG2 or RG3
Location: v

'West US only

Central US only ;

Central US or West US only

East US, Cenfral US, or West US

Box 1: RG1, RG2, or RG3
The resource group stores metadata about the resources. When you specify a location for the

resource group, you're specifying where that metadata is stored.

Box 2: West US only

Note: Virtual machine scale sets will support 2 distinct orchestration modes:

ScaleSetVM - Virtual machine instances added to the scale set are based on the scale set
configuration model.

The virtual machine instance lifecycle - creation, update, deletion - is managed by the scale set.
VM (virtual machines) - Virtual machines created outside of the scale set can be explicitly added
to the scaleset.

Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/overview

BNHITEAZ-104JRER (I Passtest.jpizfit S AZ104JEAER BT H 2 L ICRICIABFE
9 ! Passtest.jpld S RATAZ-104JGRERFEIEE T 1214t L £, Passtest.jp AZ-104J 5 ER A RESR (T
LI3BHEINFEL, CZCTAZAMIBEEDTA I VSV EFITANE T BFROT Y
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webapp1 & L3 ZRiTDAzure Web7 7Y i3 Y £3,

A—H—I[&_ webappIZHEfiET S & EITHTTP 500T S —AERICRAET I LERELTLE
9,

BMIS—~DYTILEALT I EXEwWebapp1 DRFEEICIRET EILENHY FT, V) 21—
VAV I RTOERIS—DFMZRETILENDHYFET,

A EITRETIN?

A. webapp1h 5 WebH—nN—DOX U5 E2HMLET

B. Azure MonitorN 57— TV U #ERLET

C. Azure Monitoriy s H—EREEE 7S — FEERLET

D. webapp1Mo 7 FUr— 300 g%+ VICLET

FfRA(QAVLEERT D)

Explanation

To resolve this you need to catch connection error. When the connection fails for webapp, it
happens on web server, not within application. You can find out the web server log by below
steps:

Open the web application --> Go to Application Service logs --> Go to Web server logging (there
are multiple switches there) You can also see the errors live going to "Log stream" pane.

To ensure that you will get web server log, you have to enable it.

Web server Windaws App Raw HTTP request data in the W3C extended log file format. Each log
logging Service message includes data such as the HTTP method, resource UR, client IP,
file clientport, user agent, response code, and so on,
system
or Azure
Storage
blobs

Reference:
https://docs.microsoft.com/en-us/azure/app-service/troubleshoot-diagnostic-logs

BfH: 93
RORITRT I FRSA Y FEFODRBIIIL—THHY FT,
Name Type
Endpointl Cloud endpoint
Endpoint? Server endpoint
Endpoint3 Server endpoint

Endpoint3 TV 5 FEBIENEMIZHE>TVET,
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File1& LN BRID T 7 4 JLEEndpoint1[Z:E0 L File2& LN3 B R10D 7 7 4 )L ZEEndpoint2(Z:E 70
LF9,

T7A4ILEBMLTH S24EELLAIZFile1 EFile2 ED T Y KR4 > ENERTIREIZHE A M %
AT OBENHYET,

fAIZHANTARETTN?BETSHICE BAEBEETEUGA T a v E2BRLET,

E FNFADOELWVERIZIARAS Y FOMENSHY F9,

File1: v
Endpointlonly

Endpoint3 only

Endpoint2 and Endpoint3 only
Endpointl, Endpoint2, and Endpoint3

File2: < v
Endpmntlnnly
Endpoint3 only
Endpoint2 and Endpoint3 only

Endpoint], Endpoint2, and Endpoint3

1IEfZ -
Filel: —!7
Endpointlonly
"Endpoint3 only |
hEﬁdﬁDr_nt-i and E“ndpoint?) only
Endpoint], Endpoint2, and Endpoint3
File2: v
Endpointlonly
Endpoint3 only
Endpoint2 and Endpoint3 only
[Endpoints, Endpointz, and Endpbints;

Explanation



File1: v
Endpointlonly

Endpoint3 only

Endpoint2 and Endpoint2 only
Endpoint1, Endpoint2, and Endpoint3

File2: | ASY hd
Endpointionly
Endpoint3 only

Endpoint2 and Endpoint3 only

Endpoint1, Endpoint2, and Endpoint3

File1: Endpoint3 only

Cloud Tiering: A switch to enable or disable cloud tiering. When enabled, cloud tiering will tier files
to your Azure file shares. This converts on-premises file shares into a cache, rather than a
complete copy of the dataset, to help you manage space efficiency on your server. With cloud
tiering, infrequently used or accessed files can be tiered to Azure Files.

File2: Endpoint1, Endpoint2, and Endpoint3

References:

https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-cloud-tiering
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Subscription1& LS ZRIDAzure Y TR 9 ) T a3 vhb Y £9,

contosostorage & LY 3 & RIMDAzure Storage 7 ho > FZER L TH L data& WS BRID T 7 A
IWHBZERLET,

T—RIT7AINHEENSTFAINESRTEHRV )T M, EOUNCIAREEHDILENHY F
IMN?EETHICE BEUGEEZELWVE—S Y MIFS YT LET,, HEIE 1B, EHE, £
FES LK FERALBWMEENHYET RS VEITREIN—ZF RS9 ITHN aAVTUOVER
NI BICFRIO—LT IRENHIBZENHY FT,

FENEFNOELLERIIIRS Y FOMENHY T,



Values Answer Area

biob W vae

blob.core. windows.net

contosostorage

data

file

file.core windows.net

portal.azure.com

subscription
IEfE -

Values Answer Area

- e ==y e s =%
blob i W | contosostorage I- E_ﬁie_cure_windDWS_net || data

Hm.ﬁe.mmﬁ.l1ﬂ :!

i confosostorage I

: data e
VR -
i ﬁie |

file core windows.net

portal azure .com

e m e s mew sww_wmm _-—_I

subscription]

Explanation



Values | Answer Area

blob | contosostorage | _ | file.core windows net ': \ | data

blob.core. windows.net

_ﬂ]e

portal azure.com

subscription’

Box 1: contosostorage

The name of account

Box 2: file.core.windows.net

Box 3: data

The name of the file share is data.

Example:

References: https://docs.microsoft.com/en-us/azure/storage/files/storage-how-to-use-files-
windows
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contoso.comds & Ufabrikam.com & LY 5 & RITMD 2D M Azure Active Directory Azure AD) 77+ > +
nHYUET,

MADTFH 2 bADYA A VIZFEHAT HSMicrosoft 7 ho v FEFS>TULET,
Azure portal DEXED Y A A T+ 2 FEEBRT I2RELHY F7,

HlEt- (I ETH2NEMN?

A. Azure Cloud Shellh+ 5 _ Select- AzSubscriptionZ=E1TLE£ 9",

B. Azure Cloud Shellh 5 _ Set-AzContextZ=E{TLE T,

C. AzurelR—R LI G R—FILEBREEBRELET,

D. AzurelR—A )L T4 LY F)EEBLET,

g B(OAY FERKT D)

Eﬁ:ﬁ: 96

Host1& LVS &ARIDHyper-VIRR FEZETA U TLI ARy 7= 08HY EFTF, Host1lZ
Windows Server 2016 % %17 L . Windows Server 2016 X179 2106 NDRE<T VEHRA ML
FY,
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Azure Site Recoveryz A L TIREY L U #AzurelZBE T 5FETT,

ASR1 & LY S & RITDRecovery Servicesa > 7F— & Site1 & LD &RIDHyper-VHY A4 FZERL &
ER

Host1ZASR1IZEMT S REAHY T,

BRI ZET oREN?

A. Azure Site Recovery Provider® {4 Y X b—)L7 74 ILESAHoO—KLZET,

A—IL FEFF—ZFOO—FLET,

Host1/ZAzure Site Recovery Providerz 4 X k—JLL H—N\—ZFEHKLET,

B. Azure Site Recovery Provider® {4 Y X b—J)IL 7 74 ILESA S A—KLET,
AML=DF7ho 0 b x—%Fo00—RLET,

Host1IZAzure Site Recovery Provider® {4 X b—JLL H—N\—Z&FHLET,

C. Azure Site Recovery Provider® 4 Y X k—ILI7 7 LEHFHoO—KLET,

R—IL FEFF—ZFoO—FLET,

Z{R#E < > ~IZAzure Site Recovery Providerg 4 X b—)LL RETS U EEHFLET,

D. Azure Site Recovery Provider® {4 Y X b—IIL 7 74 L&A A—FKLET,
AML—=SF7hovbx—%5o00—FLET,

£~ < > I1ZAzure Site Recovery Providerd 4 X b—J)LL KRBT U EZHLET,
IEfiZ (EffZRLET)

Explanation

Below are the steps you need to perform in this scenario. Refer the link mentioned in the
reference section.

Download the installation file for the Azure Site Recovery Provider

To set up the source environment, you create a Hyper-V site and add to that site the Hyper-V
hosts containing VMs that you want to replicate. Then, you download and install the Azure Site
Recovery Provider and the Azure Recovery Services agent on each host, and register the Hyper-
V site in the vault.
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These are long running tasks done on-premises,

1 Protection goal .
Hyper-V VMs to Azure

2 Deployment planning ”
| will do it later

i
; SO P % |
I

Frepare

Download the vault registration key

o= Hyper-V Site

+ Hyper-V Server

v Step 1: Select Hyper-V site

" Hyper-V Site

ContosoHyperVsite W

<» Step 2: Ensure Hyper-V servers are added

\M
0 Found... Click on +Hyper-V
& server in top command bar to
@ add a Hyper-V server to the site,
& This may take approximately 15
min to 30 min

Download the Vault registration key. You need this when you install the Provider. The key is valid

for five days after you generate it.



Server type

Adding Hyper-V =erver may take ...
mrurutes [0 ) minULes

Register your Hyper-V host(s)
On-premisas

1. Make sure the host is running Windoivs
Server 2012 B2 or above. l=armmore.

a

Configure Promy Sefting and ensure each
host caniaccsss the Service URLs

3., Download the installer for the Microsaft
Azure Site Recovery Provider.

4. Download the vault registration key to
register the host in a Hyper-V site

Downiload

3. Install the Provider on the Hyper-V host and
use the registration key ta register the host
in the vault. Learn maore,

Install the Azure Site Recovery Provider on Host1.

Install the downloaded setup file (AzureSiteRecoveryProvider.exe) on each Hyper-V host that you
want to add to the Hyper-V site. Setup installs the Azure Site Recovery Provider and Recovery
Services agent on each Hyper-V host.

Register the server

In Registration, after the server is registered in the vault, select Finish.

References:

https://docs.microsoft.com/en-us/azure/site-recovery/hyper-v-azure-tutorial
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AUTLITRRY bT—4I121&, Share1&E WS ZRIOSMBEENEENTLNET,
RDY)V—REELAzurer TR YT avhihyUET,

-webapp1& LS & RTIDOWeb 7 71)



-VNET1&E WS ZRIDRERY kT—2

webapp1/h'Share1 (i TE 2 L ZHRT IVENHY T,

AZT 7014 THRENHYETMN?

A.Azure7 7V r—avh—troxA

B. Azure Active Directory Azure AD) 7 74— 3> 7OoxY

C. Azurefif@ sty hI—U 45—+ A

IEfE (EfEZxRmLET)

Explanation

A Site-to-Site VPN gateway connection can be used to connect your on-premises network to an
Azure virtual network over an IPsec/IKE (IKEv1 or IKEv2) VPN tunnel.

This type of connection requires a VPN device, a VPN gateway, located on-premises that has an
externally facing public IP address assigned to it.

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-
manager-portal

B E: 98

ROBREHFEO>O—FRNSoY—FT770/4LET,

* NameLB1

*BA T NER

* SKU : 8%

RFER Y fT—% VNET1

VM1EVM2ZELBID/INY I T R T—)UIZBMTES L EHERTIVNENHY FT,
RRE VM2D Ay R D=9 A VB =D 24 AT Y v IIP7 FLRADBEER TR LE
v,

NIFEEZERLTOEIN?

A LI

B. (&>

FAQAVEEHRKTD)

Eﬁ:ﬁ: 99
ROBRIZERT XS ICHERT HVM1E WS BRTDAzurelRBB<Y S V&5 T 2 FETT,
VMIDEBE ST« AVEBRIZ. ROBRIZRESNTWNET,
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VMIMTZRLSEYT4—V—VTHERTES I LEZHRBTIDLENHYET,
ED2DODHEELEERT ILENHYFEITI? ZTNTNOEREE, V) a—2 3 0D—8ERLT
WET,

EENFNROELVERIFIARS O bOEESHY T,

AIRXR—DFRTARYVEFERT S

B.AiAM®A T ay

C.OSTARYAA4T

D. 1 X

E. E{%

EfE (EfgzRmLET)
Reference:

https://docs.microsoft.com/en-us/azure/site-recovery/move-azure-vms-avset-azone
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/create-portal-availability-zone

B f5: 100
RDFRIZTT A—H—%F &L contoso.com LY S & RTDAzure Active Directory Azure AD) 77+ >
EOHY FT,
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Name | Type Member of i
Userl Member 16 roupl 5
User2 Guest Groupl
User3 Member None
UserA Member Group2
UserB Guest Group2
User3IZGroup1 DA EETY,

Group2l&Group1®d * »/\—T7
ROBEIZRT LSIZ Reviewl EVWS BARDT VAL EaA—ZFEHLFET,



Access reviews enable revewars (o attest user's membership in a group of access 1o an apphcahon

& | Review1
o
2018-11-22 o
Cne trme i
i)
2018-12-22 i
Users

Users to review  Members of a grolp

Scope & | Guastusers only
. Everyone

* Group

Group1
Reviewers

Group owners o

F‘n:.lgrams
Link to program

Default program

« Adavnced settings

RDEAT—RAVMIDWT AT— FA Y FAtrueDIFEIE[TWNZRIRLE T, ThLUSND
BEIE [WDWWR]EERLET,

I ENTNOE LLDERIIIRAS D FbOMBENHY FT,



Statements
User3 can perform an access review of User
User3 can perform an access review of UserA

User3 can perform an access review of UserB
1F#Z -

Statements

User3 can perform an access review of User
User3 can perform an access review of UserA

User3 can perform an access review of UserB

Explanation
Answer Area

Statements
User3 can perform an access review of User1
User3 can perform an access review of UserA

User3 can perform an access review of UserB

Yes

O

Yes

1y (O 10

- -

Yes

O

O

No

No

O

O

O

O

In the Users section, specify the users that the access review applies to. Access reviews can be
for the members of a group or for users who were assigned to an application. You can further
scope the access review to review only the guest users who are members (or assigned to the
application), rather than reviewing all the users who are members or who have access to the

application.



Users

Select a group

Present Use Case:

Group2 is a member of Group1 and User3 is the owner of Group1 So User3 can review both
Group 1 and 2.

But for review the scope says only Guest.

Solution:

User1 is a member not a guest so 1st statement ==> NO

UserA is member not the guest so 2nd statement ==> No

UserB is a guest so 3rd statement ==> Yes

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
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108DRET UV EETCHFEDAzUre Sy TR ) T3 ohHYET,

FUOTLIRRY FI—V ERET D VHDEBEZERT ILELAHYFET,
fAIZESNETIMN?

A H—EXTYT

B. &GO S TN a—TFTa2Y

C.ARYNI—ONIT+—IVARE=A—

D. RMLZIIL— b+

IEfE (EfEZRmLET)

Explanation

Network Performance Monitor is a cloud-based hybrid network monitoring solution that helps you
monitor network performance between various points in your network infrastructure. It also helps
you monitor network connectivity to service and application endpoints and monitor the
performance of Azure ExpressRoute.

You can monitor network connectivity across cloud deployments and on-premises locations,
multiple data centers, and branch offices and mission-critical multitier applications or
microservices. With Performance Monitor, you can detect network issues before users complain.
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/network-performance-monitor

Eﬁ:ﬁ: 102
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Sync1&E WS ZHTIDAzure 7 7 A LRIV L —T#ERL ROFTHO L avERTLET,
*Sync1DYU SO RITURRA UV FELTHEZEMLET,

*Sync1DHY—/IN\—IT U R R4 v & L Tdata1ZBMLET,

* Server1 & Server2#SynclIZ&8 LE T,

RDERT—ERADVKMZIDOWT AT—FA Y A rueDIFE [TV ZFEIRL T LUSNDIGE
FLWA]ZBERLET,

FEELUVEIRITZENZENIRA > FOMELHY 9,

Answer Arca
Statements Yes Mo
an add ¢ an erve !
1F#Z -
Anwwer Arca
Statements Yes Mﬂ.
Explanation
You can add share3 as an additional cloud endpoint for Sync1. @] O
You can add data2 as an additional server endpoint for Sync1. O O
You can add data3 as an additional server endpoint for Sync1. O O
BH: 103

VM1 & WS AETDAzurefR < o > & Vault1 £ LS & ETDRecovery Servicesa > TFH—0H Y F
ER
BRIZCRESNTWAESIZ Ny Y7y TPolicylZ%ERLET, BRIZITZEIUYILET,)



Policyl

S= Associateditems [ Delete [ b4
Backup schedule

" Frequency " Time * Timezone

Daily v 2:00 AM W | (UTC) Coordinated Universal Time N\

Retention range

[M]

For

S
v |_5

Day(s)

@ Retention of weekly backup point.

*0On 5 Far

Sunday T | sl (20 i Week(s)

| Retention of menthly backup point.

Week Based Da\l Based

*On " Al For

3 V‘| . v 24 Monthi(s)

@ Retention of yearly backup point.

Week Based Dl‘p' Based

s ® O " A For

Year(s)

[ianuaw wv | 9 w | | 2:008Mm VHS

VMI1D/Ny o7y T4 LT 1A1BKRERICPolicylZERALET,

VM1 TCERTTEELREIRRA > FOBZERET S2HELHY T,

1B8H E1B15BIZRIATER Y ANYRS Y MEIWLK DTE M ? BAET 5(21%, BIE4EE THE
YA T avEm&RLET,

O FENFADOELLERIZIARAS Y FOMEIAHY £9,



January 8 at 14:00:
5
6
8 o
9
January 15 at 14:00:
5
8
17
19
Ef# -
January 8 at 14:00:
15
i 1
||_6 _l
8..
9
January 15 at 14:00:
.‘5._ =
|8
17
19

Explanation



January 8 at 14:00: v
5
6
8
9
January 15 at 14:00: v
5
g
17
19
Box 1: 6
4 daily + 1 weekly + monthly
Box 2: 8

4 daily + 2 weekly + monthly + yearly
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RDAzure 7 7 A IVWHEBZETCAzure b TR ) T avhhpyET,
RDAVTLUIRY—N—LRHYFET,

Sync1&E WS ERINR b L—UREAY—E X &Groupt & LS &RiIDAzureFileSync IL— T &1k
BL%ET, Groupll, share1Z V3 IJFT U FRA DV FELTHERALET,

Server1 & Server2%Sync1IZ&8k L E 3, Group1DHY—/N—I > KR4 > k& L TServer1(ZD 2\
Folder1Z: &ML £,

RDERT—FAVFZIDOWT RAT—FA D HtrueDIGFEIE [IFLZEERLET, ZNLUND
BEIE [WLWWWE]ERIRLET,

L UDERIZENRENIRS > FOMELHY £9,

Statements Yes No

share2 can be added as a cloud endpoint for Group1 Q

E:\Folder2 on Server1 can be added as a server endpoint for Groupl ()

D:\Data on Server2 can be added as a server endpoint for Group1 O O
IEf# -



Statements Yes No

share2 can be added as a cloud endpoint for Group1 Y| O,

E:\Folder2 on Serverl can be added as a server endpoint for Group1 : O : O

IOi

O

D:\Data on Server2 can be added as a server endpoint for Group1l |

Explanation

Statements Yes No

share2 can be added as a cloud endpoint for Group1 O

E:\Folder2 on Server1 can be added as a server endpoint for Group1 ()

D:\Data on Server2 can be added as a server endpoint for Group1 O (:)

Box 1: No

Group1 already has a cloud endpoint named Share1.

A sync group must contain one cloud endpoint, which represents an Azure file share and one or
more server endpoints.

Box 2: Yes

Yes, one or more server endpoints can be added to the sync group.

Box 3: Yes

Yes, one or more server endpoints can be added to the sync group.

References:
https://docs.microsoft.com/en-us/azure/storage/files/storage-sync-files-deployment-guide

&EH: 105
ROFRIZTRT A—H—F &L adatum.com & LY S & RTDAzure Active Directory Azure AD) 75 >
EA®HY ET,

Name ' Role
Userl None
User2 (Global administrator
User3 Cloud device administrator
User4 Intune administrator

Adatum.comIZIFZRDERENHY 9,



A—HY—([ET/N1 X ZAzure ADIZSMEIEAEMTEETH UserlTRESNTLVET,
Azure ADIZSML TWAT/\A RDEMOO—HIILEBEII[HZLIEHKESNATULET,
AVE1—4—¢EWNWSERNIVE 1—42—IZWindows 10 BRI L 3. User1(XComputer1 %
adatum.comlZBMEEET,

Computer1® A —7# JLAdministrators 7 JL— FIZEBMEh 31— —Z2HA T 20ELAHY F3,
A. Usert D&

B. User1_User2 & &k UUser3M &

C. User1& & UUser2M #

D. User1_User2_ User3_ # & UUser4

E. 1—%—20#

IEfE (EfgZRRLET)

Explanation

Users may join devices to Azure AD - This setting enables you to select the users who can
register their devices as Azure AD joined devices. The default is All.

Additional local administrators on Azure AD joined devices - You can select the users that are
granted local administrator rights on a device. Users added here are added to the Device
Administrators role in Azure AD.

Global administrators, here User2, in Azure AD and device owners are granted local administrator
rights by default.

References:
https://docs.microsoft.com/en-us/azure/active-directory/devices/device-management-azure-portal

B f: 106

HBHMADEEREANCEDTL—FEFERTAHILIIHERTIRLENHYETN?

A FERE

B. /\— ~F—1E#R

C. AR M

D. #M 8B —E X

Eff C(aAAV FEHREKT D)

Explanation

Cost analysis: Correct Option

In cost analysis blade of Azure, you can see all the detail for custom time span. You can use this
to determine expenditure of last few day, weeks, and month. Below options are available in Cost
analysis blade for filtering information by time span: last 7 days, last 30 days, and custom date
range. Choosing the first option (last 7 days) auditors can view the costs by time span.

Cost analysis shows data for the current month by default. Use the date selector to switch to
common date ranges quickly. Examples include the last seven days, the last month, the current
year, or a custom date range.

Pay-as-you-go subscriptions also include date ranges based on your billing period, which isn't
bound to the calendar month, like the current billing period or last invoice. Use the <PREVIOUS
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and NEXT> links at the top of the menu to jump to the previous or next period, respectively. For
example, <PREVIOUS will switch from the Last 7 days to 8-14 days ago or 15-21 days ago.

v 55 Apr 2019 v Granulanty : Accumulated v

< PREVIOUS

' Recommended
)  Last/days Apr 16-22

Tnnlﬁ alalacia

Custom date rapga,

Relative dates

Last 7 days Apr 10-22

3

Last 30 days Mar 24-Apr 22

i

Calendar months
Invoice: Incorrect Option
Invoices can only be used for past billing periods not for current billing period, i.e. if your
requirement is to know the last week's cost then that also not filled by invoices because Azure
generates invoice at the end of the month. Even though Invoices have custom timespan, but
when you put in dates for a week, the pane would be empty. Below is from Microsoft document:

Why don't | see an invoice for the last billing period?
There could be several reasons that you don't see an invoice:

s |t's less than 30 days from the day you subscribed to Azure.

¢ The invoice isn't generated yet] Wait until the end of the billing period.

* You don't have permission to view invoices. If you Rave a Microsoft Customer Agreement, you must be the
billing profile Owner, Contributor, Reader, or [nvoice manager. For other subscriptions, you might not see
old invoices if you aren't the Acegunt Administrator. To learn more about getting access to billing

information, see Manage access to Azure billing using roles.

s If you have a Free Trial or a monthly credit amount with your subscription that you didn't exceed, you won't

get an invoice unless you have a Microsoft Customer Agreement,

Resource Provider: Incorrect Option
When deploying resources, you frequently need to retrieve information about the resource
providers and types.



For example, if you want to store keys and secrets, you work with the Microsoft.KeyVault
resource provider.

This resource provider offers a resource type called vaults for creating the key vault. This is not
useful for reviewing all Azure costs from the past week which is required for audit.

Payment method: Incorrect Option

Payment methods is not useful for reviewing all Azure costs from the past week which is required
for audit.

Reference:
https://docs.microsoft.com/en-us/azure/cost-management-billing/costs/quick-acm-cost-analysis
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/download-azure-
invoice-daily-usage-da

A3 7GAZ-104JEIRELR (S Passtest.jpifit S AZ-104JEHERICEKR T H Z LITRICILBF

9 ! Passtest.jpld S RHATAZ-104J5RERFEIRBE T 1214t L £, Passtest.jp AZ-104J 5 ER A RESR (T
L5EHINEL:, CCCAZAMMIBEED TR NI VOV EFITANE T XFBRDT Y
+ X _https://www.passtest.jp/AZ-104J-exam.html #18F. 3 0%7 « A1y > b+ 45517255
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100DAzure 7R ) T2 avhHyUERd , I TOHTRY 1) T3 UIlE, contoso.comé LrS
Z BN E UAzure Active Directory Azure AD) 77+ > MZBEER TR TLET,

BT O—NIILEEETYT,

TRTOY TR )T a3 VIhizdITRTDIY—REZJRA T EHLER—FZ2ERTEHFET
9,

TARTODY TR ) TLavDITRTDY) Y —RERRCEDHEETHERTILENHDY T,
HEFAETEIREN?

A AzurefR—Z )L L FHOU MO TOT7AIILEKREEZERBLET,

B. Windows PowerShellh 5 | Add-AzureADAdministrativeUnitMembera < > KL w F&ETLE

9,

C. Windows PowerShellh 5 | New-AzureADUserAppRoleAssignmenta < > KL w FEZETLE
9,

D. AzureiR—4A )LV Azure ADTF 2 bDTONT A %#EEBLET,

IEfE C(IAVEZEHKRT D)

Explanation

The New-AzureADUserAppRoleAssignment cmdlet assigns a user to an application role in Azure
Active Directory (AD). Use it for the application report.
References:


https://www.passtest.jp/AZ-104J-exam.html
https://www.jpnshiken.com/q/9069-999681/

https://docs.microsoft.com/en-us/powershell/module/azuread/new-
azureaduserapproleassignment?view=azuread
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VNet1 & LS BRTDRIE R Y kT —% Z &L Subscription1 & LS BRIDAzure Y T X4 1) T 3
UhHYET, VNetllFRG1E WS ZHID ) V—RTIL—TIZHYFET,

Subscription1IZ(X User1 & VNS ARIDLI—H—MNVET, Userl [SIZTUTOREINHY EFT,

" E

o) T4 BHEE

Xal)Ta)—F—

UserlMVNetl DEEEZEO—/ILZMDI—HF—ICE|YBTEHIIENTELHILEZHRT HIVHEN
HYET, HEIEAZTEEN?

A.Userl|ZVNet1D#EREO—ILZEIY B TET,

B. Security Reader# & U'Reader0— )L A" i5 Subscription1h b A —H—ZHIBR L ET,
C.UserlITVNet1D 2y F T —O HEEREBEBDZRENZENY L TET,

D. User1[CVNet1D1—H—7 U XA EEBEO—ILZEYHTET

EfE DAV FEHREKT D)

Explanation

The User Access Administrator role allows you to manage user access to Azure resources.
Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#user-access-
administrator
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T COEME RLCYFUFZERTT S5 EQOEMO—ETY, V) —ADEEMICE BES
N-BREZERT HEURMEDOH I HEDOY ) 22— a3 UAEFNTUVET,

—HDERt Y FMIIFERDELWEBRENHDEENHY FIH MOEMtEY MZIFELW
RREDNGWVGEELNHY FT,

CDEIVaVDEMICEASE CNODEMICRSZENTELLLLRY  LEa—BE@EIZEK

REINGLLBYFET,

West US Azure!) =2 3 U THRRA FESNTWLBVNetlE WS ZRIDRBARY FO—0 %2BELFE
9,

VNetl1(d, Windows ServerzE{79 4VM1E K UVM2E NS ARID2DDRET S U ERA KL
F9,

VMIMBVM2ADTARTDRY FT—9 bS5 T4 v ) Z3BEBRET ILENHY FT,
Y1) 2—< 3> Azure Network Watcherd™v s /845y b v TF ¥ 2ERLE T,
CHIZEEZEFERLTVLWETM?

A. [T

B. LMV

T (EMERTLET)


https://www.jpnshiken.com/q/9069-999682/
https://www.jpnshiken.com/q/9069-999683/

Explanation

Azure Network Watcher provides tools to monitor, diagnose, view metrics, and enable or disable
logs for resources in an Azure virtual network.

Capture packets to and from a VM

Advanced filtering options and fine-tuned controls, such as the ability to set time and size
limitations, provide versatility. The capture can be stored in Azure Storage, on the VM's disk, or
both. You can then analyze the capture file using several standard network capture analysis tools.
Network Watcher variable packet capture allows you to create packet capture sessions to track
traffic to and from a virtual machine. Packet capture helps to diagnose network anomalies both
reactively and proactivity.

References:
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview
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KD 1—H—%HE L Contoso.com & LY S & ETDAzure Active Directory T+ > kD&Y F£ 3,
Name Role

Userl Cloud device administrator
User2 User administrator

Contoso.com|Z [ RDOWindows 10T /3 AMEENTULET,

Name Join type
Devicel Azure ADregistered .
Device2 Azure AD joined
Contoso.comTRDEFa T4 IL—THERLET,
Name Join type | Owner
Groupl Assicned Userl
Group2 Dynamic Device User2

RDERAT—FRADKMZDWT AT— A2 D rueDHEIE[[F V] EEIRLET, ThUsD
BEIE [WLWWWR]IEERLET,
FFENFADOE LLDERIFIARS > FOBIELHY £5,

Statements Yes No

Userl can add Device2 to Groupl () ()

User2 can add Devicel to Group1l Q {f‘#

User2 can add Device2 to Group2 (:} C‘;
EfE



AF"‘D"S Answer Area

Q:Ert Uff‘/ ; : Stop VM1. !
— p— L — L — I

Stop VM. |r Detach Disk1 from VM1, :
StartvM1. Sttvmi. i
F_E:';ia_k IWLHD_{'.;:];H'I _Ti c:r'rq‘\ ‘x_&‘]i : : JI @ ;‘[;—r::js_:"l__t; v_;q;_ S __:
i. Atﬁachl ;h:.skﬂ‘l -fo VM_ '-
Explanation
Statements Yes No

Userl can add Device2 to Group1

O 0
O

User2 can add Devicel to Group1

C
O

User2 can add Device2 to Group2

Box 1: Yes

User1 is a Cloud Device Administrator.

Device2 is Azure AD joined.

Group1 has the assigned to join type. User1 is the owner of Group1.

Note: Assigned groups - Manually add users or devices into a static group.

Azure AD joined or hybrid Azure AD joined devices utilize an organizational account in Azure AD
Box 2: No User2 is a User Administrator.

Device1 is Azure AD registered.

Group1 has the assigned join type, and the owner is User1.

Note: Azure AD registered devices utilize an account managed by the end user, this account is
either a Microsoft account or another locally managed credential.

Box 3: Yes

User2 is a User Administrator.

Device2 is Azure AD joined.

Group2 has the Dynamic Device join type, and the owner is User2.

References:

https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
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RORIZRT VY —RTIN—TH#ECAzure b TR ) T avhHyUFET,

Name | Lockname Lock tvpe
RG1 None Naone
RG2 Lock Delete

RGIZIE, RORIZCET VYV —ANEENLTVET,

Name | Lvpe Lock nam: Lock tyvpe
storagel Storage account Lockl Deelete
VNET1 Virtual network Lock? F.ead-only
1P1 Public IP address None None

RG2IZIE, RORIZRT VYV —ABNEENLTVEFET,

Name Ivpe  Lock name Lock type
storage? Storage account Lockl Delete
VNET? Virtual network Lock? Read-only
IP2 Public IP address None None

RGIMLRG2IZHEITEZ L) V—RE RG2ALRGIIBETES ) V—REZRET ARENDH

WET,

ED)YV—RERHETILENHY FIH?REET SHICF, BAEEETHEYGA T 3 02 ER

LET,

Resources that you can move from RG1 to RG2:

Resources that you can move from RG2 to RG1:

IFf# -

!az_

docker
msiexec exe
Install-Module

(aks |
/package
-name

pull

v
None
IP1only
IP1 apd storagel only
IP1 and VNET1 only
IP1, VNET1, and storagel
v

Mone

IP2 only

IP2 and storage2? only
IP2 and VNET2 only

IP2, VNET2, and storage2

v Install-cli

Explanation




Answer Area

Resaurces that you can move from AG1 1o RG2;

4

Mone

IP Loy

P} and storage 1 only
IP] and VNET1 only
IFL, VHNETL, and storagel !

Resources that you can manve from RG2 to RG1: v
|None
1P onily
[IPE and stenaged onky
|IP2? and WNETZ? only
I!F’? VINET2, and storagel

Read only and Delete lock won't prevent you from moving resources in different resource groups.
It will prevent you to do the operations in the resource group where the resources are there.

So the correct answer should be

RG1 --> RG2 = IP1, vnet1 and storage1

RG2 --> RG1 = IP2, vnet2 and storage2

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
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Subscription1& LS BREIDAzure Y TR 5 ) T a3 vbbH Y ET,
Subscription1T_share1& LV BRTDAzure 7 7 A L EF EERLE T,
ROBEIZTRT LI SASTIEVS ARIDEET IV ERESR BAS) #ERLET,



Allowed services @

Blab- |«#| -File Jueie Table

Allowed resource types @

| Seniice || Container || Gbject

Allowed permissions @

| Read || Write Delete |wf| List Aed Create Update

Start and expiry date/time @

Start
2018-09-01 G| 2.00:00 PM
End g
2018-09-14 ' ( = 2:00°00 PM

(UTC + 02:00) — Current Timezons—

Allowed |P addresses'@

193.77.124 10-193.77.124 50

Allowed protocols @
& HTTPS onty (0 HTTPS amd HTTP
Signing key @

kel W

Generate SAS and connection string

EM&T5ICIF, BEBETEY G T a vEERLET,
I ENETNOE LLVERIIIRAS D FOMBENHY FT,

Answer Area

If on September 2, 2018, you run Microsoft Azure Storage Explorer on
a computer that has an IP address of 193.77.134.1, and you use SAS1
to connect to the storage account, you [answer choice].

1f on September 10, 2018, you run the net use command on
a computer that has an IP address of 193.77.134,50, and you
use SAS1 as the password to connect to sharel, you

[answer choice].

Process

will be prompted for credentials
will have no access
will have read, write, and list access

will have read-only access

will be prompted for credentials
will have no access
will have read, write, and list access

will have read-only access




Answer Area

If on September 2, 2018, you run Microsoft Azure Storage Explorer on .

a computer that has an IP address of 193.77.134.1, and you use SAS1 " | will be prompted for credentials

to connect to the storage account, you [answer choice]. | yil have no access

will have read, write, and list access
will have read-only access

If on September 10, 2018, you runthe net us= command on v

a computer that has an IP address of 193,77.134.50, and you | will be prompted for credentials |

use SAS1 as the password to connect to sharel, you | will have no access

[answer choice]. |y phave read, write, and list access
will have read-only access

Explanation
Answer Area

If on September 2, 2018, you run Microsoft Azure Storage Explorer v
on a computer that has an IP address of 193.77.134.1, and you use
SAS1 to connect to the storage account, you

will be prompted for credentials

will have no access

will have read, write, and list access
will have read-only access

If on September 10, 2018, you run the net use cgmmand on
a computer that has an IP address of 193.77.134 50, and you __ —— v
use SAS1 as the password to connegtto share1, you will be prompted for credentials

will have no access

will have read, write, and list access
will have read-only access

Box 1: will have no access

The IP 193.77.134.1 does not have access on the SAS since this IP falls outside of the allowed IP
address range for SAS. Hence "will have no access" is correct.

Box 2: will be prompted for credentials

The net use command is used to connect to file shares.To mount an Azure file share, you will
need the primary (or secondary) storage key. SAS keys are not currently supported for mounting.
Based on the provided SAS exhibit, IP address is an allowed IP and also on given date SAS is
active, but account storage key is must to have to run the "net use" command , which is not
provided in the question. Hence "will be prompted for credentials" is correct option for this.

net use R: \rebelsa1.file.core.windows.net\rebelshare <storage key> /user:Azure\rebelsa1
References:
https://docs.microsoft.com/en-us/azure/vs-azure-tools-storage-manage-with-storage-explorer?
tabs=windows
https://feedback.azure.com/forums/217298-storage/suggestions/14498352-allow-azure-files-
shares-to-be-mounte
https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview
https://docs.microsoft.com/en-us/azure/storagef/files/storage-how-to-use-files-windows
http://www.rebeladmin.com/2018/03/step-step-guide-create-azure-file-share-map-windows-10/
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Azure 7 7 A ILWEEBZETAzure IR ) T3 ohHBYET,

Windows Server 2016 %2179 %Serverl E WS ZBID AV T LI AH—N—NHYET,
Server1 &Azure 7 7 4 JLE B DR IZAzure File Sync2 R ETHFETT,

FtEIF DAzure File SyncDH TRV ) T a V2 EFET IDELHYFET,

Azure TRV V) T a U TCRITTIDENSHZ2O0DT7I 2 avIFENTT M, BETBHICIE,
BUGET7IaVFZELWA—S Y MRSV I LEST K703 10 EHE, F-(E
FOoRKFEALBEWMGELRHBYET RA VHEITREIN—Z2 RSy I aVTUVYERT
THICERIO—ILT ZRENHIEGENHYFET,

Actions Answer Area
Create a Storage Sync Service ‘ First action: Action I
|
Create a sync group [ @ Second action: Action

|
|

1

Install the Azure File Sync agent

Run Server Registration

]

IEfE -
Actions Answer Area
r i RN T Al e s 5 1
Create a Storage Sync Service { First action: :I Create a Storage Sync Service ;
___________________ { ; T : J
_____________________ 5 ——
5 |
Create a sync group ! @ Second action: Create a sync group

| I

=l

Install the Azure File Sync agent

r =

Run Server Registration

——

Explanation

As per the official MS doc:

The recommended steps to onboard on Azure File Sync for the first with zero downtime while
preserving full file fidelity and access control list (ACL) are as follows:

1. Deploy a Storage Sync Service. --> This needs to be done on Azure .

2. Create a sync group. --> This needs to be done on Azure

3. Install Azure File Sync agent on the server with the full data set. --> This needs to be done on
server1.

4. Register that server and create a server endpoint on the share. --> This needs to be done on
server1.



5. Let sync do the full upload to the Azure file share (cloud endpoint).

6. After the initial upload is complete, install Azure File Sync agent on each of the remaining
servers.

7. Create new file shares on each of the remaining servers.

8. Create server endpoints on new file shares with cloud tiering policy, if desired. (This step
requires additional storage to be available for the initial setup.)

9. Let Azure File Sync agent do a rapid restore of the full namespace without the actual data
transfer. After the full namespace sync, sync engine will fill the local disk space based on the
cloud tiering policy for the server endpoint.

10. Ensure sync completes and test your topology as desired.

11. Redirect users and applications to this new share.

12. You can optionally delete any duplicate shares on the servers.

Actions Answer Area
First action Create a Storage Sync Service
Install the Azure Fie Sync agent Second achion Create a sync group

Run Server Regstraton

First action: Create a Storage Sync Service

The deployment of Azure File Sync starts with placing a Storage Sync Service resource into a
resource group of your selected subscription.



Choose a Storage Syinc Service

Azure Subscrniption

Resource Group

Storage sync >ervice

Second action: Create a sync group

A sync group defines the sync topology for a set of files. Endpoints within a sync group are kept in
sync with each other. A sync group must contain one cloud endpoint, which represents an Azure
file share and one or more server endpoints. A server endpoint represents a path on a registered
server. A server can have server endpoints in multiple sync groups. You can create as many sync
groups as you need to appropriately describe your desired sync topology.

Portal PowerShell Azure CLI

To create a sync group, in the Azure portal, go to your Storage Sync Service, and then select + Sync group:

& + Sypcgraedup O Refresh % Mave il Delete
B Gvenvie Sync groups
; SYNC GROUP NAME t HEALTH
B Activity log
s Access control (IAM) MNo items to display.
& Tags

Third action: Run Server Registration
Registering your Windows Server with a Storage Sync Service establishes a trust relationship
between your server (or cluster) and the Storage Sync Service. A server can only be registered to



one Storage Sync Service and can sync with other servers and Azure file shares associated with
the same Storage Sync Service. ) Reference:
https://docs.microsoft.com/en-us/azure/storagef/files/storage-sync-files-deployment-guide?
tabs=azure-portal
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B3

LA

Policy1 & LS BRTDAzure R O—FHRZEZERLET,
RYS—ZEYHTBRIENTESAzure!) V—R & Policy1 i b DSt & L THEETE BAzure
)Y —REHZATLKESW, BZABICIE . BEAOTM@EUGEA T avEBIRLTLEE N,
ELWVERITZENZENIRA > FOMELSHY 9,

Anvwer Area

| froem ] I ]
IEfZ -
Answer Area

| 1 11 oty ]
Explanation

Arnvwer Area
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RORIZETYY—REETCAzure b 7RH ) T avhbyET,



Name Type

LBl Load balancer

VM1 Virtual machine

VM2 Virtual machine

VM1 EVM2IE RDOKRITTRT K ITHEB SN T=WebH A FEETLET,

Name | Physical path Alis:

Root folder | C:linetpubiwwwrootiSiteA |/

Temp C:'inetpub'wwwroot Temp | Temp

LB1(&, VM1 EVM2ADERD /NS VR EIM B & S IR INTUVET,
BRICRENTWVWAESIZ ANRTA—TE#RELEFT, BRIZ2ITEIVVYILET,)

Probel [ X
LB1

B o X Discard U Delete

BRI

Probe1l
IPv4
HTTP b

¥ o it ﬂ
80

¥ Dot 0
/Temp/Probel htm

I L — {B

Used by &
Rula

ANLRTA—TMNELKHEET D EEHRTILENHY FT,



DI ZETHEN?

A.LB1T EELEIMEZ65536ICEELFY,

B.LB1T R—F%8080ICEELFET,

C.VM1E K UVM2T_C \intepub \ wwwroot \ Temp 7 # JL X —I[ZProbel.htmé& LN S ZRID 7 7
AILEERLET,

D. VM1E &K TVM2T _ C \intepub \ wwwroot \ SiteA \ Temp 7 # JL# —[ZProbe1.htm & Ly 5 & #i
DIFAIVEERLFET,

IEf# (EffZzRLFET)

Explanation

Load balancing provides a higher level of availability and scale by spreading incoming requests
across virtual machines (VMs). You can use the Azure portal to create a Standard load balancer
and balance internal traffic among VMs.

To load balance successfully between VM1 and VM2 you have to place the html file in the path
mentioned in the Probe1 configuration.

References:
https://docs.microsoft.com/en-us/azure/load-balancer/tutorial-load-balancer-standard-internal-
portal
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VoulZld RORICRT L SIZ 2D0DREIL UV EECAzure TRV ) T a3 vhihyUET,

Neme | Operating system

Location | IPaddress | ONSseqver
1| Wt Bamre ] 00004 =it (Arure- prowvided)

Wi Aindows =en

| W¥inciows Serves 2018 | West Euope | 10005 | Dedadlt (Azure provided)
VM2 510.0.04DFEDNSILY I T v T#=ERITLET,
EDFQDNARENFET M ?

A. vm1.core.windows.net

B. vm1.westeurope.cloudapp.azure.com

C. vm1.internal.cloudapp.net

D. vm1.azure.com

FRD(OAVEEERT D)
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Azuret TR YT a ohiHYET,

Azure Resource Manager7 > 7 L— r&#ERALT R LATAMEY FO—E & % 550D Azurefk
MBI o&xT7AA4TH5FETT,

J7 TV IICEENRELBE ., £EY—ERPIC AEELZEYZ<DEREY LV E#FEH
TEAHEIICTEIRENHYFET,

TUoTL— b2 EDESICHERTIRENHY FIHN?REZTHICIE, BEEETELY LA T
LavEERLET,

EENRFROELVERIIIARS > bOMEESHY T,


https://www.jpnshiken.com/q/9069-999689/
https://www.jpnshiken.com/q/9069-999690/

“sschema™: https://schema.managemsent.azurs

“cententVersion™ @ “1.0.0.07,
“parameters”: {1},
“resources”: |

“type”: “Microsoft.Compute/availabilitySets”,

“name”: “ha*,;

“apiVersion®: “2017-12-01%,
“location”: “eastus”
“properties”;: |{

T = =211 N T == Bath ",
i stformFaullbPomsinCopntt’

d
n
o
ba

max value
0
20

“platformUpdatelomainCount”™:

}

max value
0
20

1EfZ -

i

“Sschema”: https://schema.management.azure.com/schemas/2015-01i-01/deploymentTemplate. json,
& | <

“contentVersion™ : “1.0.0.07%,
“parameters”: {},
“resources”: [

i

“type”: “Microsoft.Compute/availabilitysSets”,

“name”: “ha”,

“apivVersion”: “2017-12-01%,

“location™: “eastus”,

“properties”:
“platformFaullDomainCount!':

i

Jmax value
0
20
“platformUpdatelomainCount”:
} max value
} 10
] 120 |
}
Explanation
Box 1 = max value
Box 2 =20
Explanation

Use max for platformFaultDomainCount

2 or 3 is max value, depending on which region you are in.

Use 20 for platformUpdateDomainCount

Increasing the update domain (platformUpdateDomainCount) helps with capacity and availability
planning when the platform reboots nodes. A higher number for the pool (20 is max) means that
fewer of their nodes in any given availability set would be rebooted at once.

References:



https://www.itprotoday.com/microsoft-azure/check-if-azure-region-supports-2-or-3-fault-domains-

managed-disk

https://github.com/Azure/acs-engine/issues/1030
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B Name r Tvpt_ Location Resource gau._
RG1 Resource group West US Not applicable
RG2 Resource group West US Not applicable
Vaultl Recovery Services vault | Central US RG1
Vault2 Recovery Services vault | West US RG2
VM1 Virtual machine Central US RG2
storagel Storage account West US RG1
SQL1 Azure SQL database East US RG2
storage1T _blob1& LV ZRIDbloba T+ —& sharelE WS BRBID 77 A IILEBEERLE

ER

Vault1&EVaultIZ/Ny 9 7y TTEB ) Y—R X ENTIN? EET B35, [AEMEE TEYL
T avEERLET,

FEFENFNADOE LLERIFIARS > FOBIELHY £5,

Can use Vaultl for backups: v

VM1lonly

VM1 and sharel only

VM1 and SQL1 only

VM1, storagel, and SQL1 only
VM1, blob1, share1, and SQL1

Can use Vault2 for backups: v
storagel only

sharel only

VM1 and sharel only

blob1 and sharel only
storagel and SQL1 only




DNS zones that you can link to VNET1: v

‘Adatum com only

Adatum.pri qumaq_atgm com only
[The private zones cmly

The public zones only

DNS zones to which VM1 can automatically register: 4

Adatum.com only

Adatum.pri and adatum.com only
| The private zones ::-niyE

The public zones only

Explanation

Can use Vaultl for backups: JL
VM1 only
VM1 and sharel only
VM1 and 5QL1 only
VM1, storagel, and SQL1 only
VM1, blob1, sharel, and SQL1

Can use Vault2 for backups: v
storagel only
sharel only

VM1 and sharel only
blob1 and sharel only
storagel and SQL1 only

Box 1: VM1 only

VM1 is in the same region as Vault1.

File1 is not in the same region as Vautl1.

SQL is not in the same region as Vault1.

Blobs cannot be backup up to service vaults.

Note: To create a vault to protect virtual machines, the vault must be in the same region as the
virtual machines.

Box 2: Share1 only.

Storage1 is in the same region (West USA) as Vault2. Share1 is in Storage1.

Note: After you select Backup, the Backup pane opens and prompts you to select a storage
account from a list of discovered supported storage accounts. They're either associated with this
vault or present in the same region as the vault, but not yet associated to any Recovery Services
vault.

References:



https://docs.microsoft.com/bs-cyrl-ba/azure/backup/backup-create-rs-vault
https://docs.microsoft.com/en-us/azure/backup/backup-afs
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Subscription1& LS BRIDAzure Y TR 5 ) T a3 vhH Y ET,
Subscription1IZ[&, ROKRDFREI L UONEENTUVET,

Hame IP addiress
WML 10.0.1.4
W2 10.0.2.4
W3 10.0.3.4

Subscription1I1Z[&, ROKDY TRy FZFDVNetl E VNS BRIDFRERY FT—IBNEENT
WET,

Mame Address space | C'I}I'I:I'EEEE'E""} it diat
L machine
Subnetl 10.0.10424 MM1
Subnet2 10.0.2.0/24 WMz
Subnet3 10.0.3.0/24 WS

VMBIZIENICIE WS ZRIDRY fT—0 7R TRA—0NHY EFJ, NIC3TIPEEALERIZHE > T
WET, VM3TIL—T 1« VINEMZH->TWET,

RT1EWSARBIDIL— bT—TILEERLET, RT1IESubnet1 & Subnet2| ZB:ERT 1T 5N TH
Y RODRDIL—EDBEENTULET,

Address prefix Next hop type Next hop address
10.0.1.0/24 Vittual appliance 10.0.34
10.0.2.0/24 Virtual appliance 10.0.3.4

RT1%Subnet1IZ@#ERALET,

RDERAT—FADKZDWT AT— A2 A rueDHEEIE[[FV]EEIRLET, ThUsD
BEIE [WLWWWR]IEERLET,

FFNFNADOELWERIZIARAS Y FOMENAHY £9,

Answer Area
Statements Yes Mo
Metwork traffic from WM2 can reach W1, O )
If W32 is turned off, network raffic from VM2 can reach V1, C C
Metwork traffic from YIVI1 can reach VM2, C C

1EfiZ -



Answer Area

Statements Yes Mo
MNetwork traffic from WM3 can reach WML, I C ll C
If W32 is turned off, network traffic from WM2 canreach VM1,  C I C J
Metwork traffic from WML can reach VM2, G C
Explanation
Statements Yes Mo
Metwark traffic from YIM2 can reach VW1, [ €Y C
If M43 is turned off, network raffic from ¥M2 can reach VM1,  C &
Metwork traffic from WM1 can reach W2, O 2
Box 1: Yes

Traffic from VM1 and VM2 can reach VM3 thanks to the routing table, and as IP forwarding is
enabled on VM3, traffic from VM3 can reach VM1.

Box 2: No

VM3, which has IP forwarding, must be turned on, in order for traffic from VM2 to reach VM1.
Box 3: Yes

The traffic from VM1 will reach VM3, which thanks to IP forwarding, will send the traffic to VM2.
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview
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contoso.onmicrosoft.com & LY 5 & ETMDAzure Active Directory 77 > MZRDA—H—%EL
Azuret TR YT a oiHYET,

[ 5 :
Name nole Scope |

Userl Global administrator ﬂ;z:re Active Di.recto.w— .
User2 Global administrator Azure Active Directory
User3 User administrator Azure Active Directory
Userd Owner Azure Subscription

User1(d external.contoso.onmicrosoft.com & ULy 3 & RID $7 L LYAzure Active Directory T3 > b %
ERRLET,
external.contoso.com.onmicrosoftcomT#H L W1 —HF—Fho 2 FEERTILHENHY F9,



fEREK UserlC2—H—Fho U b E2ERT HELIITHETRLET,

A. [FLy

B. L\ R

IEfZ (EZRTLEY)

Explanation

Only a global administrator can add users to this tenant.
References:

https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/add-users-to-azure-ad
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RORIZETYY—REETCAzure b J7RH Y T avhbyExrd,
a Name I Type )

Clusia Arure Kubainetes Sapdce (AKS)

Registivl Azure Container Reqistry

Application] Lontainer image

Application1ZCluster T 7O T A5 ELNHYFEST, EDAT U FEETTILENHY FET
ne

A. az ales create

B. DockerEJL K

C. az acr build

D. kubect1 N ERAEINET

FfEA(QAYMEERT D)

A3 7GAZ-104JEIREE (S Passtest.jpigfit S AZ-104JFHERICER T H L ITRICILBF

9 ! Passtest.jpld S RHTAZ-104JGREREBE T 1214t L £, Passtest.jp AZ-104J iR ER A RE SR (T
LF5EHINFELz, CZTAZAMAIBBEEDTA I VDV EFICTANE T, RFBEDOT Y
+ X _ https://www.passtest.jp/AZ-104J-exam.html 88 3 0%r « A ho > kL EI5|

31— K JPNshiken;
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ROFE T O/NT 4 FHDAzure Migrate 7B 0 bABHY 9,
R i - KEFRER

FAML—UOREME A—AHLTRE

“RERE 2.0

INT A —T U RERE ADA

*IN—E A A LERE 95FH

*HERE . 5%

*F* o 7— it=H

RD2DODFEBI L UEBRHBLET,


https://www.jpnshiken.com/q/9069-999694/
https://www.jpnshiken.com/q/9069-999695/
https://www.passtest.jp/AZ-104J-exam.html

* Windows Server 2016 % 3£1TL 20%DEHAERT10EDOCPUI 7 ZHDOVM1 & LS ARID R

E&2%

* Windows Server 2012%%E4TL  50% DEHAZE T4 DNOCPUI 7 ZHEDOVM2E LS ZRIDRET
D

Azure Migratel$fREE< L > T EIZW DOCPUI 7 EHBELEIT A ?EET HIZIF AZEET
B A T avEERLET,

FEFENFNROELVERIIIARS D bOBEESHY T,

2

-

10
20

Vhil:

sl

M2

RS0

5




2
VMI1:

VM2:

Explanation

2

YM1:

VMZ:

2

4
8

The equation is: 'core usage x comfort factor'. The comfort factor is 2.0.

So VM 1 is 10 cores at 20% utilization which equals 2 cores. Multiply that the comfort factor and
you get 4 cores.

VM 2 is 4 cores at 50% utilization which equals 2 cores. Multiply that the comfort factor and you
get 4 cores.
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HEEINTWEAA VISAMS I FvEHHR— T BI2IE Azure ADDAR B LA VEETE
BRI DRENHYEFT,

EDRA VRBEFERTIBLENHYEITH?

ARATEIFT4RADI AT AV Ea—32—%Azure ADIZSMEIEET,

B. i&/0

http://autologon.microsoftazuread-sso.com& XA 7 24 74 ANV A7 bavEa—42—
DALY FY—VIZBBLET,

C.RATIFATARAD ALY bA—F—~DZIETCPR— F8080ZEEFRAIL F T,

D. ¥4 7 347 4 AMOHY—s3—I[ZAzure AD ConnectZ 4 > X b—JL L /IR RIJL—ERBEZFHHIC
LET

E.YAT7IAT74ADKAA a2 kA—5—|ZActive DirectoryZ7 =z 7 L—> 39 —EX AD
FS)D&BNIZA R F—ILLFET,

IEfZ BD (2 A2 bZHKRT D)

Explanation

Every Azure AD directory comes with an initial domain name in the form of
domainname.onmicrosoft.com.

The initial domain name cannot be changed or deleted, but you can add your corporate domain
name to Azure AD as well. For example, your organization probably has other domain names
used to do business and users who sign in using your corporate domain name. Adding custom
domain names to Azure AD allows you to assign user names in the directory that are familiar to
your users, such as 'alice@contoso.com.' instead of

‘alice@domain name.onmicrosoft.com'.

Scenario:

Network Infrastructure: Each office has a local data center that contains all the servers for that
office. Each office has a dedicated connection to the Internet.

Humongous Insurance has a single-domain Active Directory forest named
humongousinsurance.com Planned Azure AD Infrastructure: The on-premises Active Directory
domain will be synchronized to Azure AD.

References: https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/add-custom-
domain

Eﬁ:ﬁ: 124

v k7 —21Z1% contoso.comd & Ueast.contoso.com& LN S BRID2DD KA A VEED
contoso.comé& LN ZHINA > T L X XActive Directory 7+ LA kAAEEIATLNET,

T+ LA BMIE RORIZRTAI—H—HAEENTWNET,


https://www.jpnshiken.com/q/9069-999697/

Name | Domain Member of
Useri Contoso.com Enterprise Admins
User2 Contoso.com Domain Admins
User3 East.contoso.com Domain Admins
Userd East contoso.com Domain Users
Azure AD ConnectZ{#f L T _ east.contoso.com% Azure Active Directory Azure AD) 77+ > kIZ
BH#iT 5 FETYT,

T+ LR MADESIZHERT 5Azure AD ConnectD 7 h oY FE2RIRTIBLEAHY T,
EDT7HhO 2 FERIRTDIDENHYEIHN?

A 1—H—1

B. 1—H—2

C.1—4%—3

D. 1—H—4

EfEDAAVEEHERRKRT D)

Explanation

It is no longer supported to use an enterprise admin or a domain admin account as the AD DS
Connector account.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-
permissions
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App1 & LS & RiTDAzure App ServiceZ R A k3 % Azure App Service 7S UhH Y ET,

ApplI21DDAZEROY FE4DDRAT—oU 7ROy FEBRLET,
FST7499DI0%ERERT—U0F ROy MMIBIYSBT, 37499 D60%EARAFZFRXOY +
[CEIYHTHAIRENHYFT,

AppIZfilZEMT 2BELNHYETM?

A TRXAMEARAIL—FKAODZXOY k

B./\OA—<Y 2 RXATRX b

C.Webi 37

D. BENMER VYT T L—F~ADTUTL—F

IEfE (EfgZxRmLET)

Explanation

Besides swapping, deployment slots offer another killer feature: testing in production. Just like the
name suggests, using this, you can actually test in production. This means that you can route a
specific percentage of user traffic to one or more of your deployment slots.

Example:


https://www.jpnshiken.com/q/9069-999698/
https://www.jpnshiken.com/q/9069-999699/

User

0% e

/ e

©

Staging.website.com Production.website.com

References:
https://stackify.com/azure-deployment-slots/
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Subscription1& LS BEIDAzUre Y TR 9 ) T avbh Y ET,

Subscription1 125 T 2 MENH D5 TBOT—208HY £T,

Azure Import / Export> 3 7 &# AT 5FETY,

AUR—brEN-T—2DREE L TRIZERTEEIN?

A. Azure Data Lake Store

B. k<>

C. Azure File Sync Storage Sync Service

D. Azure BlobX k L—

Eff D(OAV FEREKT D)

Explanation

Azure Import/Export service is used to securely import large amounts of data to Azure Blob
storage and Azure Files by shipping disk drives to an Azure datacenter.

The maximum size of an Azure Files Resource of a file share is 5 TB.

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-service

Eﬁ:ﬁ: 127


https://www.jpnshiken.com/q/9069-999700/

Azure TRV YT 3 ohHYET,

FTRTODI—H—ICH LTCEERBIATEMLET,

—HDAI—H—IX ENAILTNAREDA—ILT T )5 — 3 UhMicrosoftI IR TE ALV &
HELTWET

Exchange Online A —J)LARYy X A—H—([X WebTSHH—%FHALT avE1—42—0
Microsoft Outlook 20164 5 Exchange OnlinelZ7 9 2 A TEE T,
A—HF—MNENAINTNARTA=NWT TV =2 a3 Va2 FERATELLEHRTILENHY
9,

A—H—ICAZT 5L IICHERTILENHY FIM7?

A 7TVDINRT—FEERLET

B. Azure Active Directory Azure AD)/SXT—KZ !ty FLET
C.EILIHY—ERNRRT—Rty FEAMIZTS

D. Microsoft Authenticator? 71 B4 > XA b—ILLET

EfEAQAVREHEREKRT D)

Explanation

If you're enabled for multi-factor authentication, make sure that you have set up app passwords.
Note: During your initial two-factor verification registration process, you're provided with a single
app password. If you require more than one, you'll have to create them yourself.

Go to the Additional security verification page.

References:
https://docs.microsoft.com/en-us/office365/troubleshoot/sign-in/sign-in-to-office-365-azure-intune
https://docs.microsoft.com/sv-se/azure/active-directory/user-help/multi-factor-authentication-end-
user-app-passw

BH: 128
Subscription1 & LN S AHETDAzure 7R 9 1) T2 3 oY £9 ., Subscription1IZ(E, RDERD
RERY hD—ODBNEFENTUET,

| Hame ' Address space Subnet name Subnet address range
Whetl 10.1.0.0/16 Subnatl 10.1.1.0/24
VHet2 10.10.0.0/16 Subnetz 10.10.1.0/24
VNet3 172.16.0.0/16 Subnet3 172.16.1.0/24
Subscription1IZ[&, ROKRDFEBI L UONEENTUVET,

Hame Hetwork ] Subnet ' IP address
WiV VMetl Subnatl 10.1.1.4
WIM2 VMet2 Subnet2 10.10.1.4
VM3 VMet3 Subnet3 172.16.1.4
FTRTOREBI DI FAT2A—IVIE TRTDICMP S5 74 v I ZHRAITH LD ITHEAS
nTHhET,

RORICET I T EEMLET,
Virtual nebtwork Peering network
Vietl Viletl
Vhet2 WVihet3
VHet3 VMetl



https://www.jpnshiken.com/q/9069-999701/

RDERAT—FADRIDWT RT— A Y DtrueDIFEIK[FWZBIRLET, ThLUND
BRI [VWWA]EERLET,
I ENTNOE LLOERIZIRAS > FOMBESAHY FT,

Answer Area
Statements Yes Mo
YM1 can ping VY2, ¢ C
VM2 camrping VM2 O £
VW2 can ping VM1, O L
EFE
Answer Area
Statements Yes Mo
WML can ping M3, T P
VM2 canpifig VMZ, € O |
WM2 can ping WML, O F'g
Explanation

Statement 1: Yes

Vnet1 and Vnet3 are peers.

Statement 2: No

Statement 3: No

Peering connections are non-transitive.



Statements Yes No

VM1 can ping VM3. [ O] O
VM2 canpingVM3. O

O]
VM2 can ping VM1. O O}

References:
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/hybrid-
networking/hub-spoke

B 129

VNet1 5 K UVNet2& WS ZRID2DDAzurefRfry hT—0 #ELH TR ) T a1y
SARIDAzUure Y TR ) T auhHyY Ed, VNetlIZIX BIIL—T 1 VI EFEHRT S
VPNGW1E WS ERIDVPNT — b DA BNEFNTVWET AV TLI XKy FT—5 £VNett
DEIZH 4 FREIVPNEHZELHY F£7,

Windows 10&%%£479 4Client1E WS ZRND IV E1—2—T _VNetl~ADRA > bY—H A +
VPN ZIBRLET,

VNet1 EVNet2DEIDRER Y hDO—O E7 ) VT EBBLET AT LIRRY RT—UD5
VNet2[ZHEETE S & MR L E T, Clientl[IVNet2IZHEHFETEF A,
Client1ZVNet2IZ#Z#i CTES L ZHR T OIRELNHY FT,

HET- XA ZET HEMN?

A. [VNet2TH— bz A DBEBEHFAIT B % FRLET,

B.VNet1 T — bz A BBZHAIZREIRLET,

C.Client1IZVPNY S A4 7> MRV —D %A 00— KL Tte-install LEY,

D. VPNGW1TBGPZEMICLET

Eff C(OAAV FEHREKT D)

Explanation

References:
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing


https://www.jpnshiken.com/q/9069-999703/

B: 130
ROFKIZTRT AzurefRBBE<T O URHY £,

Hame Azure ragion
VML West Europe
VM2 West Europe
VM3 Morth Europe
V4 Morth Europe

VM1 &EVM2% R# 9 D Recovery Servicesa v TFH—hAH Y £,

AN —ERZFEALTVMIE L UVVMALERET DRELNHY FT,

A EITRETIN?

A.VM3E K UVMADIRIRIEREZ R L T T,

B. # L L\Recovery Servicesa T+ —#ERLET,
CARARMNL—U7HOUMEERLET,

D.# LWV Y7y TRYO—%ERLET,

IEf (EffZzRLFET)

Explanation

A Recovery Services vault is a storage entity in Azure that houses data. The data is typically
copies of data, or configuration information for virtual machines (VMs), workloads, servers, or
workstations. You can use Recovery Services vaults to hold backup data for various Azure
services References: https://docs.microsoft.com/en-us/azure/site-recovery/azure-to-azure-tutorial-
enable-replication

B 131

VMO EFET HVNetDIP7 K L RAZEMRICEBREN=BHU TSI N— MPF7 FLRZBELT S
VM1&E WS BRTDAzUrefRBB< L U ERT AWENH Y FI, CDAzureVMDFHIIIPT KL X
EEDESITHERLEIMN?

A.VMABMER SN FHILLWRY P T—D A 3 —T A R&EHL EDRY FT—914 Y
B—TJ A RADEFHWIPT FLRAEZEBBLET

B. R—4 L TVMEERT BHEE, T34 RX— P77 FLRADHEIZH B[#HIF]ZRIRL ELWIP
7 RLRZENY A THERIC[FEHMZERLET

C. R—RILTVMEEKT BIEE. T53AR—KP7 RLADTD[FY bT—9]12 TTCHEZE
MIDCERMICERLET

D. VMAMER ENt=b VMIZERENTWARY bT—0 408 —T 14 XIZHEL IPERZE
BMBIYVETICERLET

EEDAAVREHEKT D)

Explanation

Changing the IP configuration on the network interface will achieve the requirement.

Eﬁ:ﬁ: 132


https://www.jpnshiken.com/q/9069-999704/
https://www.jpnshiken.com/q/9069-999705/

contoso.onmicrosoft.com & LY 5 £ i Azure Active Directory 77+ > FZRDA—H—%&ET
Azure TR0 ) T avhibyEd,

Name I role Scope |
Userl Global administrator Az:re Active Di.rectorv—
User2 Global administrator Azure Active Directory
User3 User administrator Azure Active Directory
Userd Owner Azure Subscription

User1l%. external.contoso.onmicrosoft.com & LY 5 & RITD#T L LYAzure Active Directory 7+ > b %
ERLFET,

external.contoso.com.onmicrosoft.comT#H L W1 —HF—F7ho Y FEERTHIDLENHY FT,
R User2ICA—H—7h oY FEERTEHEL5BERLET,

A. [FLy

B. LMV R

EfEAQAVREHEREKRT D)

Explanation

Only a global administrator can add users to this tenant.

References:
https://docs.microsoft.com/en-us/azure/devops/organizations/accounts/add-users-to-azure-ad

Bf: 133

ECOBEME RALYFIVAZRTIZ2—EOEMO—BTY, VU —XDEEMIZIE HES
N-BEZERTHE8EMEOHIBEDY) 2 —>avhEaFRTNET, —SBOE/RE v ~IC
FEHDELWVERELNHIBENHY FIH MOEME Y FIIXIELOERENGZVZEN
HYET,

ZDEIVaVOEMICAELE-RIE, TOEMICRSZLEITEFRRA, TOHER, Ch o
BRIXLVEaZ—EERICRTINEEA,

West US Azure!) = 3 > THRA RSN TULVSVNetl E VWS BRTDRBRY FDO—0 BB LE
£l

VNet1l&, Windows Server& (179 2VM1E K UVVM2E WS BHID2DDRBETL U EFHRA ML
FY,

VMIMBVM2ADTRTDRY FT—9 bS5 T4 v ) Z3BEBRET ILENHY FT,

Y1) 2—< 3> Azure Network Watcherd™v s /84y b v TF ¥ 2ERLET,
CHIZEEZEFERLTOWETM?

A. [T

B. LMMVR

R (ERERELET)

Explanation


https://www.jpnshiken.com/q/9069-999706/
https://www.jpnshiken.com/q/9069-999707/

https://azure.microsoft.com/en-us/updates/general-availability-azure-network-watcher-connection-
monitor-inall-

B: 134

VM1EVM2E NS BRID2DDAzurefRBB< L onH Y 9, VM1IZIE, Disk1& WLV S ZETDE—
DT—ETARIDBHY ET, Disk1 ZVM2IZHERT IBELHYET , 2OV 1—23 2T
X AADREI DI I AL LER/DMRICHIZZ2BENRHY F£T,

EDADDT UL 3V EIEBICETTILENHYFITMN?RETHICIX BULETHVaET
923 D) A M LEIEEFICEEL ELWERFICHERET,

Actions Answer Area

Start VM2.
Stop VM.
Start VM1.
Detach Disk1 from VM1.

Attach Disk1 to VM2.

Stop VM. @

EfE -
Actions Answer Area
; - .
(Statvm2. : : top VM1, :
e e P r e W d |
: Stop VM. : ¢ Detach Disk1 from VM1. ,
e o e et e e
| Start VM1, ' | Start VM1. !
e T e s L e T oot sy i i I
: _ === ="—Her=er==er=tfer=r=
Detach Disk1 from VM1. : @ I Attach Disk1 to VM2. :
| Attach Disk1 to VM2. !
| Stop VM2 : @

Explanation



Answer Area

Stop VM1
Detach Disk1 from VM1
Start VM.

Attach Disk1 to VM2

Step 1: Stop VM1.

Step 2: Detach Disk1 from VM1.

Step 3: Start VM1.

Detach a data disk using the portal

* In the left menu, select Virtual Machines.

* Select the virtual machine that has the data disk you want to detach and click Stop to deallocate
the VM.

* In the virtual machine pane, select Disks.

* At the top of the Disks pane, select Edit.

* In the Disks pane, to the far right of the data disk that you would like to detach, click the Detach
button image detach button.

* After the disk has been removed, click Save on the top of the pane.

* In the virtual machine pane, click Overview and then click the Start button at the top of the pane
to restart the VM.

* The disk stays in storage but is no longer attached to a virtual machine.

Step 4: Attach Disk1 to VM2

Attach an existing disk

Follow these steps to reattach an existing available data disk to a running VM.

* Select a running VM for which you want to reattach a data disk.

* From the menu on the left, select Disks.

* Select Attach existing to attach an available data disk to the VM.

* From the Attach existing disk pane, select OK.

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/detach-disk
https://docs.microsoft.com/en-us/azure/lab-services/devtest-lab-attach-detach-data-disk
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TIL—TY) U R ID7A I EAzurelZBE#T HIHELAHY £,
HETIEAZET oREN?



ARFT7IVLRESL SAS)ZERLET, FZI4J2ENYHET T/RXRTA—5—%2FALT
J7A4)LEaAE—LET,

B. Azure Import / Export—E X E#EHLE T,

C.T7TUVERX—Z&EMLET, FIATZEYAEAT TH/RTA—5—%FHLTI7MIILED
E—LZFEY,

D. Azure Storage Explorer2 AL TI7 74/ EaE—LET,

EfE DOV FEHREKT D)

Explanation

Azure Storage Explorer is a free tool from Microsoft that allows you to work with Azure Storage
data on Windows, macOS, and Linux. You can use it to upload and download data from Azure
blob storage.

Scenario:

Planned Changes include: move the existing product blueprint files to Azure Blob storage.
Technical Requirements include: Copy the blueprint files to Azure over the Internet.

References:
https://docs.microsoft.com/en-us/azure/machine-learning/team-data-science-process/move-data-
to-azure-blob-us
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Subscription1 & LS ZRTDAzUure IR 1) 7L 3 UidH Y £9, Subscription1(ZIE, VM1 &
VM2 & LS BHEID2DDAzurefRB@< L U EENTULVET, VM1 EVM2(EWindows Server 2016
ZERITLET,

VM1(% Azure BackupT—> x ¥ FZEFERE T2, Azure Backupl2 & »TEBN\Y Y7y TEh
9,

VML, T—2 BB T 55 0 LD TOEEEZITET,

VMIDRFDINY I T TEEBRTTILENHY FET,

EDGZFRIZNY I Ty TEB/RATEEIMN?BET HICE BEEFETEY G TS 3 V& ER
LEY,

EENENDELVERIFIARAS >V FOBEELSHY F9,
You can perform a file recovery of VM1 to: B W
VM1 only

VM1 or a new Azure virtual machine only

VM1 and VM2 only

A new Azuré virtual machine only
Any Windows computer that has Internet connectivity

You can restore VM1 to: " v
VM1 only

VM1 or a new Azure virtual machine only
VM1 and VM2 only
Any Windows computer that has Internet connectivity

1E£Z -


https://www.jpnshiken.com/q/9069-999709/

Statements Yes Mo

Adminl can add Agming a5 an owner of the subscniption,

Adrmind can add Admin2 as an owrer of the sublsaption, a0
M1
Adrming can Create a rescurce group in the subscniplion. L
Explanation

Box 1 : VM1 and VM2 only

When recovering files, you can't restore files to a previous or future operating system version.You
can restore files from a VM to the same server operating system, or to the compatible client
operating system. Therefore -

"VM1 and VM2 only" is the best answer since both run on Windows Server 2016.

"A new Azure virtual machine only" ,this will also work but why to create unnecessary new VM in
Azure if existing VM will do the task. So this option is incorrect.

Box 2 : VM1 or A new Azure virtual machine only

When restoring a VM, you can't use the replace existing VM option for encrypted VMs. This
option is only supported for unencrypted managed disks. And also You can restore files from a
VM to the same server operating system, or to the compatible client operating system only.
Hence "VM1 or A new Azure virtual machine only" is correct answer.

Answer Area

You can perform a file recovery of VM1 to: hd
VM1 only

VM1 or a new Azure virtual machine only

VM1 and VM2 only

A new Azure virtual machine only

Any Windows computer that has Internet connectivity

You can restore VMLto: [ E
VIV only

VM1 or a new Azure virtual machine only

VM1 and VM2 only

Any Windows computer that has Internet connectivity

References:

https://docs.microsoft.com/en-us/azure/backup/backup-azure-arm-restore-vms
https://docs.microsoft.com/en-us/azure/backup/backup-azure-restore-files-from-vm#system-
requirements
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THAMENHY FT,

Az ERLEITH?

A 10EDRBTL VA VA VRAZFHDIIDOREIS VA T—LEy

B.32DI74—ILb FAAL VEINDDEFHEAA VEFHFDII1DOFAIAKEY b

C.10EDNEH F ALV EMEADES A VEFDIDDOFAMEE Y b

D. 120REY S VA VRAE VR EFIIDDRBI I VR r—ILty b

IEfE (EfEZRmLET)

Explanation

An update domain is a logical group of underlying hardware that can undergo maintenance or be
rebooted at the same time. As you create VMs within an availability set, the Azure platform
automatically distributes your VMs across these update domains. This approach ensures that at
least one instance of your application always remains running as the Azure platform undergoes
periodic maintenance.

Reference:

http://www.thatlazyadmin.com/azure-fault-update-domains/
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Tier | Accessible from | Number of virtua
the Internet machines
Front-end web server Yes 10
Business logic Mo 100
Microsoft SQL Server database | No 5
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Ensure that communication between the web servers
and the business logic tier spreads equally across the
virtual machines:

Protect the web servers from SQL injection attacks:

1EfZ -
i

v

an application gateway that uses the Standard tier
an application gateway that uses the WAF tier

an internal load balancer

a network security group (NSG)

a public load balancer

v

an application gateway that uses the Standard tier
an application gateway that uses the WAF tier

an internal load balancer

a network security group (NSG)

a public load balancer

“$schema™: https://schema.manhagement.azure.com/schemas/2015-0i-01/deploymentTemplate. json,

“contentVersion” : “1.0.0.0%,
“parameters”: {},
“resources”: [

{

“type”: “Microsoft.Compute/availabilitySsts”,

w ” .

name”: “ha”,

Yapiversion®: “2017-12-01",

“location™: “eastus”,

“properties”: { )
“platformFaullDomainCount?;

f

o

“platformUpdateDomainCount”;

' max value

’ 0 _
] 201

}
Explanation

Ensure that communication between the web servers
and the business logic tier spreads equally across the
virtual machines:

Protect the web servers from SQL injection attacks:

Box 1: an internal load balancer

K4

an application gateway that uses the Standard tier
an application gateway that uses the WAF tier

an internal load balancer

a network security group (NSG)

a public load balancer

K4

an application gateway that uses the Standard tier
an application gateway that uses the WAF tier

an internal load balancer

a network security group (NSG)

a public load balancer

Azure Internal Load Balancer (ILB) provides network load balancing between virtual machines
that reside inside a cloud service or a virtual network with a regional scope.




Box 2: an application gateway that uses the WAF tier

Azure Web Application Firewall (WAF) on Azure Application Gateway provides centralized
protection of your web applications from common exploits and vulnerabilities. Web applications
are increasingly targeted by malicious attacks that exploit commonly known vulnerabilities.
References:

https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/ag-overview
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Subscription1 & LV &RIDAzure Y TR0 ) T avhibl) £9,

Subscription1 285X § BN H D5 TBOT—E2HHY F£7,

Azure Import / Exporty 3 7&#EHRAT 5 FETT,

AvR—bEN=T—2DEEE LTHEZERATEEFIN?

A. an Azure Cosmos DB database

B. Azure File Storage

C. the Azure File Sync Storage Sync Service

D. Azure Data Factory

Eff B(OAY FEHRKT D)

Explanation

Azure Import/Export service is used to securely import large amounts of data to Azure Blob
storage and Azure Files by shipping disk drives to an Azure datacenter.

The maximum size of an Azure Files Resource of a file share is 5 TB.

References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-service
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Explanation
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C: A VPN gateway is used when creating a VPN connection to your on-premises network.
Route-based VPN devices use any-to-any (wildcard) traffic selectors, and let routing/forwarding
tables direct traffic to different IPsec tunnels. It is typically built on router platforms where each
IPsec tunnel is modeled as a network interface or VTI (virtual tunnel interface).

E: Policy-based VPN devices use the combinations of prefixes from both networks to define how
traffic is encrypted/decrypted through IPsec tunnels. It is typically built on firewall devices that
perform packet filtering.

IPsec tunnel encryption and decryption are added to the packet filtering and processing engine.
Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/create-routebased-vpn-gateway-portal
https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-connect-multiple-policybased-
rm-ps
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The mitnimum aumber of copies of the storage account will be [Answer choice]

B W R

To reduce the cost of infrequently accessed dats in the storage account, you
must modify the [Answer choice] settipg. Access tier (default)
Ferformance
Actount Kind

Replication
IEf#

Actions Answer Area

R e et Y T e e e A e e e e e e e e e Ty S =St

, Set the Scale mode to Scale based on a metric, add rule. and | From the Scale up (App Service Plan) seftings blade, change lht' I

, set the instance limits. | pricing tier, I

—————————————————————— 1 A : - i

From the Deployment Resource settings blade of WebAppl. | | From the Scale.out (App Service Plan) settings blade. enable |
add a S|DE

: autoscale,

Sel the Scale mode 10 Scale to a spt‘tiﬁc instance count, and -Set the Scale mode to Scale based on a metric, add rmule. and
se: the insiance count. set the instance limits. |

From the Tags settings blade of WebAppl, add a tag named |
| $S5cale that has a value of Auto. |

pncmﬂ: tier.

! From the Scale out (App Service Plan) settings blade. enable
! autoscale.

Explanation

Box1: LRS will keep minimum three copies.

Box2: Changing the access tier from hot to cool will reduce the cost. In performance, standard is
cheap.

In the Account kind, GPV2 is giving best price. Can be checked yourself using the pricing
calculator on below link.

The minimum numberof copies of the storage account will be [Answer choice] |1
2
3
4

To reduce the cost of infrequently accessed data in the storage account, you

must modify the [Answer choice] sefting. Actess el (Uelaui)
performance
Account kind
Replication

Reference:
https://azure.microsoft.com/en-in/pricing/calculator/?service=storage
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Name Operating system Configuration

Serverl Windows Server 2012 R2 Microsoft Exchange Server 2016
Server? Windows Server 2016 Microseft SQL Server 2016
Serverd Windows Server 2016 Domain controller

Serverd Eed Hat Enterprise Linux 7.3 | File server

FLWH TRV YT avEERLET, IRTOY—/I—FAzurelZBENT HRELHY FT,
fZ:R% Azure Site RecoveryZ#EHLEY,

CNIFEBRZERLTVLEIHN?

A. [FL

B. LMMZ

EfEAQAVREHEREKRT D)

Explanation

As an organization you need to adopt a business continuity and disaster recovery (BCDR)
strategy that keeps your data safe, and your apps and workloads online, when planned and
unplanned outages occur.

Azure Recovery Services contributes to your BCDR strategy:

* Site Recovery service: Site Recovery helps ensure business continuity by keeping business
apps and workloads running during outages. Site Recovery replicates workloads running on
physical and virtual machines (VMs) from a primary site to a secondary location. When an outage
occurs at your primary site, you fail over to secondary location, and access apps from there. After
the primary location is running again, you can fail back to it.

* Backup service: The Azure Backup service keeps your data safe and recoverable.

Site Recovery can manage replication for:

* Azure VMs replicating between Azure regions.

* On-premises VMs, Azure Stack VMs, and physical servers.

Reference:

https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
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Azure Resource Manager7> 7L — b Z2FEAL T RET S X —)L+ v FTWindows
Server 20192 E{179 2L DA DAzurelfl8<v > #5704 FTBHFETY,

TIAA%% TRTORBT LU TNCINXAMERTIRETH S Z LRI ILENHY FET,
fAIZESNETIMN?

A. Azure Active Directory Azure AD)7 71— a>Joxy

B. Azure Application Insights

C.Azure h RA LAY ) T FLiRHEAE

D. New-AzConfigurationAssignementa< > kL v k

EfE C(AAVREHREKT D)

Explanation

The Custom Script Extension downloads and executes scripts on Azure VMs. This extension is
useful for post deployment configuration, software installation, or any other configuration /
management task. Scripts can be downloaded from Azure storage or GitHub, or provided to the
Azure portal at extension run time.

The Custom Script extension integrates with Azure Resource Manager templates, and can also
be run using the Azure CLI, PowerShell, Azure portal, or the Azure Virtual Machine REST API.
You can use the Custom Script Extension with both Windows and Linux VMs.

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/tutorial-automate-vm-
deployment?toc=https%
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