1 Critical	Cross-Site Scripting: Reflected
Summary:

_ 
Cross-Site Scripting vulnerability found in Get parameter 202011. The following attack uses plain encoding:
<sCrIpT>alert(85576)</sCrIpT>
A Cross-Site Scripting (XSS) vulnerability was detected in the web application. Cross-Site Scripting occurs when dynamically generated web pages display user input, such as login information, that is not properly validated, allowing an attacker to embed malicious scripts into the generated page and then execute the script on the machine of any user that views the site. In this instance, the web application was vulnerable to an automatic payload, meaning the user simply has to visit a page to make the malicious scripts execute. If successful, Cross-Site Scripting vulnerabilities can be exploited to manipulate or steal cookies, create requests that can be mistaken for those of a valid user, compromise confidential information, or execute malicious code on end user systems. Recommendations include implementing secure programming techniques that ensure proper filtration of user-supplied data, and encoding all user supplied data to prevent inserted scripts being sent to end users in a format that can be executed.
Execution:
View the attack string included with the request to check what to search for in the response. For instance, if "(javascript:alert ('XSS')"  is submitted as an attack (or another scripting language), it will also appear as part of the response. This indicates that the web application is taking values from the HTTP request parameters and using them in the HTTP response without first removing potentially malicious data.The response can be viewed in “Web Browser” view in the Vulnerability pane to see the injected popup events in action. Events requiring user interaction (e.g. onmouseover or onclick events) can be triggered by performing the corresponding action (e.g. clicking the injected link). Injection with numeric string in src, or href, attributes indicates that the site is vulnerable to script include or content exfiltration. These can be verified by repeating the request in a browser and intercepting originating network traffic in a web proxy.
Implication:
Cross-Site Scripting(XSS) happens when user input from a web client is immediately included via server-side scripts in a dynamically generated web page. Reflected XSS is specifically considered critical when malicious payload can be embedded in a URL (e.g. in query strings of GET requests). An attacker can trick a victim, via phishing attack, to click on a link with vulnerable input which has been altered to include attack code and then sent to the legitimate server. The injected code is then reflected back to the user's browser which executes it. 
The implications of successful Cross-Site Scripting attacks are:
· Account hijacking - An attacker can hijack the user's session before the session cookie expires and take actions with the privileges of the user who accessed the URL, such as issuing database queries and viewing the results. 
· Malicious script execution - Users can unknowingly execute JavaScript, VBScript, ActiveX, HTML, or even Flash content that has been inserted into a dynamically generated page by an attacker. 
· Worm propagation - With Ajax applications, XSS can propagate somewhat like a virus. The XSS payload can autonomously inject itself into pages, and easily re-inject the same host with more XSS, all of which can be done with no hard refresh. Thus, XSS can send multiple requests using complex HTTP methods to propagate itself invisibly to the user.
· Information theft - Via redirection and fake sites, attackers can connect users to a malicious server of the attacker's choice and capture any information entered by the user.
· Denial of Service - Often by utilizing malformed display requests on sites that contain a Cross-Site Scripting vulnerability, attackers can cause a denial of service condition to occur by causing the host site to query itself repeatedly . 
· Browser Redirection - On certain types of sites that use frames, a user can be made to think that he is in fact on the original site when he has been redirected to a malicious one, since the URL in the browser's address bar will remains the same. This is because the entire page isn't being redirected, just the frame in which the JavaScript is being executed is redirected. 
· Manipulation of user settings - Attackers can change user settings for nefarious purposes. 
· Bypass Content-Security-Policy protection - Attackers can inject a malformed tag formation, known as dangling tag injection, which in some cases allows injected script to reuse valid nonce on the page and bypass script source restriction. Additionally dangling tag injection can be used to steal sensitive information embedded in HTML response if browser is able to make a request to the injected link. 
· Base tag injection: Attacker can cause relative links on a page to load from a different domain by modifying the base URL for the page via base tag injection.
· Link prefetch injection: While unable to execute script, attackers can use link tag with rel=prefetch that will make browsers pre-fetch the specified link even though it is never rendered and rejected subsequently due to web application enforced cross-site policy (e.g. CSP protections).
· Edge side includes (ESI) Injection - ESI is a markup language used in various HTTP devices, such as reverse proxies and load balancers, that are positioned between client and server. An attacker can inject ESI markup to perform critical attacks such as cross-site scripting and HTTPOnly cookie protection bypass. 
Fix:
For Development:
Cross-Site Scripting attacks can be avoided by carefully validating all input, and properly encoding all output. When validating user input, verify that it matches the strictest definition of valid input possible. For example, if a certain parameter is supposed to be a number, attempt to convert it to a numeric data type in your programming language. 
PHP: intval("0".$_GET['q']); 
ASP.NET: int.TryParse(Request.QueryString["q"], out val); 
The same applies to date and time values, or anything that can be converted to a stricter type before being used. When accepting other types of text input, make sure the value matches either a list of acceptable values (white-listing), or a strict regular expression. If at any point the value appears invalid, do not accept it. Also, do not attempt to return the value to the user in an error message. 
Most server side scripting languages provide built in methods to convert the value of the input variable into correct, noninterpretable HTML. These should be used to sanitize all input before it is displayed to the client. 
PHP: string htmlspecialchars (string string [, int quote_style])
ASP.NET: Server.HTMLEncode (strHTML String)
When reflecting values into JavaScript or another format, make sure to use a type of encoding that is appropriate. Encoding data for HTML is not sufficient when it is reflected inside of a script or style sheet. For example, when reflecting data in a JavaScript string, make sure to encode all non-alphanumeric characters using hex (\xHH) encoding.
If you have JavaScript on your page that accesses unsafe information (like location.href) and writes it to the page (either with document.write, or by modifying a DOM element), make sure you encode data for HTML before writing it to the page. JavaScript does not have a built-in function to do this, but many frameworks do. If you are lacking an available function, something like the following will handle most cases:
s = s.replace(/&/g,'&amp;').replace(/"/i,'&quot;').replace(/</i,'&lt;').replace(/>/i,'&gt;').replace(/'/i,'&apos;')
Ensure that you are always using the right approach at the right time. Validating user input should be done as soon as it is received. Encoding data for display should be done immediately before displaying it.
For Security Operations:
Server-side encoding, where all dynamic content is first sent through an encoding function where Scripting tags will be replaced with codes in the selected character set, can help to prevent Cross-Site Scripting attacks. 
Many web application platforms and frameworks have some built-in support for preventing Cross-Site Scripting. Make sure that any built-in protection is enabled for your platform. In some cases, a misconfiguration could allow Cross-Site Scripting. In ASP.NET, if a page's EnableViewStateMac property is set to False, the ASP.NET view state can be used as a vector for CrossSite Scripting. 
An IDS or IPS can also be used to detect or filter out XSS attacks. Below are a few regular expressions that will help detect Cross-Site Scripting. 
Regex for a simple XSS attack:
/((\%3C) <)((\%2F) \/)*[a-z0-9\%]+((\%3E) >)/ix 
The above regular expression would be added into a new Snort rule as follows: 
alert tcp $EXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"NII Cross-Site Scripting attempt"; flow:to_server,established; pcre:"/((\%3C) <)((\%2F) \/)*[a-z0-9\%]+((\%3E) >)/i"; classtype:Web-application-attack; sid:9000; rev:5;) 
Paranoid regex for XSS attacks:
/((\%3C) <)[^\n]+((\%3E) >)/I 
This signature simply looks for the opening HTML tag, and its hex equivalent, followed by one or more characters other than the new line, and then followed by the closing tag or its hex equivalent. This may end up giving a few false positives depending upon how your web application and web server are structured, but it is guaranteed to catch anything that even remotely resembles a Cross-Site Scripting attack.
For QA:
Fixes for Cross-Site Scripting defects will ultimately require code based fixes. Read the the following links for more information about manually testing your application for Cross-Site Scripting.
Reference:
OWASP Cross-Site Scripting Information https://www.owasp.org/index.php/XSS
CERT
http://www.cert.org/advisories/CA-2000-02.html
Apache
http://httpd.apache.org/info/css-security/apache_specific.html
SecurityFocus.com
http://www.securityfocus.com/infocus/1768 Attack Request:
GET /dnt/news.php?202011=<sCrIpT>alert(85576)</sCrIpT> HTTP/1.1 Referer: https://dokuji12.mmedia.jp/dnt...TRUNCATED...
Attack Response:
HTTP/1.1 200 OK
Date: Thu, 03 Dec 2020 00:49:16 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
X-Frame-Options: SAMEORIGIN
Content-Length: 49
Content-Type: text/html; charset=UTF-8
Keep-Alive: timeout=5, max=99
Connection: Keep-Alive
illegal id (202011=<sCrIpT>alert(85576)</Sc
	File Names:
	https://dokuji12.mmedia.jp:443/kew/magpierss/scripts/magpie_simple.php?url=12345%22%3e%
3c%61%20%53%7
https://dokuji12.mmedia.jp:443/kew/magpierss/scripts/magpie_debug.php?url=http%3a%2f% 2fmagpierss.sf.

	2 High
	Web Server Misconfiguration: Unprotected File


Summary:
[bookmark: _GoBack]この Web アプリケーションに、公開されている PHP ソース コードの存在を原因とする重大な脆弱性があることが検出されました。システム上の PHP ソース コードが取得されると、スクリプトのロジックを閲覧し、コードの不具合やログイン、パスワードなどの非常に有用な情報が抽出される可能性があります。推奨事項として、Web サーバーからこのスクリプトを削除し、インターネットからアクセスできない場所へ移動することがあげられます。
Fix:
開発者向け情報:
通常、この問題は、管理者または開発者がスクリプトに変更を加え、古いスクリプトにそれらしい拡張子 (.old、.bac、.bak など) をつけて保存した場合に発生します。攻撃者にとって、ソース コードは価値のある情報の宝庫です。Web アプリケーションから誰もがアクセスできるような場所にこれらのファイルをうっかり残してしまうことがないよう、常に注意を払ってください。
セキュリティ運用に関する情報:
安全な Web アプリケーションでは、通常は Web ルートはクリーンアップされます。Web ルートに含まれるクラッタが多いほど、攻撃者にとって価値のある情報が見過ごされている可能性が高くなります。次の推奨事項を参照して、Web アプリケーションの安全性を確保してください。
· Web ルートのセキュリティ ポリシー:Web ルート上のソース コードのバックアップを禁止するセキュリティ ポリシーを実装します。
· クリーンアップ スクリプト:Web ルートから共通バックアップ ファイル (.old、.bak、.tmp、.old、.arc、.orig、.backup、など) を定期的に削除するスクリプトを作成します。
· 一時ファイル: ツールと HTML エディタの多くは一時ファイルやバックアップ ファイルを自動的に Web ルート上に作成します。運用サーバー上のファイルを編集するときは、そのファイルのバックアップ ファイルや一時的なコピーが Web ルートに残らないように注意してください。
QA 用情報:
QA セキュリティの面では、Web ルート経由でアクセスできるファイルの種類を製品のリリース前に確認しておくことをお勧めします。ソース コードがバックアップ ファイルに残っていないかどうか、あるいは、一般からのアクセスが可能な状態でアーカイブされていないかどうかを確認します。さらに、注記事項や極秘事項を記したテキスト ファイルがないかどうかも確認します。Web アプリケーションへの攻撃が成
Attack Request:
GET /dnt/recruit/config.inc HTTP/1.1
Referer: https://dokuji12.mmedia.jp/pisc_index.html
Accept: */*
Accept-Encoding: gzip, deflate
Pragma: no-cache
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:30.0) Gecko/20100101 Firefox/30.0
Host: dokuji12.mmedia.jp
Connection: Keep-Alive
X-Scan-Memo: Category="Crawl"; SID="E18777CD78123C0B68926451CB35986A"; 
PSID="6BDFFF9B7C41A4DA9A4E2BF11432AA1D"; SessionType="Crawl"; CrawlType="HTML"; AttackType="None"; 
OriginatingEngineID="00000000-0000-0000-0000-000000000000"; AttributeName="href"; Format="Relative"; 
LinkKind="HyperLink"; Locations="HtmlNode"; Source="ScriptExecution"; ThreadId="2317"; 
ThreadType="CrawlDepthFirstQueueDBReader"; 
X-RequestManager-Memo: sid="9544"; smi="0"; sc="1"; ID="9cc72e98-c9c8-4137-b4af-9b32671f4546"; 
X-Request-Memo: ID="7e45acc3-7e29-486f-bc7a-d792d6e9712f"; sc="1"; ThreadId="2317"; 
Cookie: CustomCookie=WebInspect162585ZX0A7E03AA579F4B1CAFACEF6CC8129CF1YCEDB
Attack Response:
HTTP/1.1 200 OK
Date: Thu, 03 Dec 2020 21:08:34 GMT
Server: Apache
X-Frame-Options: SAMEORIGIN
X-Frame-Options: SAMEORIGIN
Last-Modified: Mon, 08 Jun 2020 03:00:19 GMT
ETag: "324-5a789cf9bb6c0"
Accept-Ranges: bytes
Content-Length: 804
Keep-Alive: timeout=5, max=93
Connection: Keep-Alive
<?php
if (strstr($_SERVER['HTTP_HOST'], 'denzai.jp') === false) {
define('DEBUG', true);
define('DIVAREA', 'border; 1px solid red;');
} else { define('DEBUG', false); define('DIVAREA', '');
}
define('FULLPATH', str_replace('/recruit', '', str_replace('dntadmin', 'dnt', pathinfo($_SERVER['SCRIPT_FILENAME'], PATHINFO_DIRNAME)) . '/'));
define('attURL', '/dnt/attach/'); define('attDIR', FULLPATH . 'attach/');
define('SCRIPTFILE', basename($_SERVER['SCRIPT_FILENAME'])); define('SCRIPTNAME', substr(SCRIPTFILE, 0, strrpos(SCRIPTFILE, '.')));
try {
$pdo = new PDO('sqlite:' . FULLPATH . 'denzaitoa.sqlite');
$pdo->setAttribute(PDO::ATTR_ERRMODE, PDO::ERRMODE_EXCEPTION);
}
catch (PDOException $e) {
die('Connection failed' . ((DEBUG) ? ': ' . $e->getMessage() : ''))
File Names:	
https://dokuji12.mmedia.jp:443/kew/magpierss/rss_cache.inc https://dokuji12.mmedia.jp:443/kew/magpierss/rss_fetch.inc https://dokuji12.mmedia.jp:443/kew/magpierss/rss_parse.inc https://dokuji12.mmedia.jp:443/kew/magpierss/rss_utils.inc https://dokuji12.mmedia.jp:443/kew/magpierss/extlib/Snoopy.class.inc https://dokuji12.mmedia.jp:443/kew/magpierss/INSTALL
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